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Preface

OCFS V1 is designed and developed by Neeraj Goyal, Suchit Kaura, KuglHawkil
Mushran, Manish Singh, and Wim Coekaerts.

The main goal of OCFS project was to provide a replacement for rasedeitiwas/is not
designed as a general-purpose cluster filesystem. It was designae estdase files, with
database files | mean "datafiles, redologfiles, archive logtitagyolfiles, quorum disk file,
spfile”.

Using the filesystem for any other types of files is not well testimce that was not part of the
original goal. Also, this is not a filesystem that you can compare with otikersifs or vxfs or
ext2/3 etc. Things like updates of ctime/utime/mtimes are not regdgd®me the same. We might
have a different way of showing inode numbers; when a file moves it might enithugliffierent
sorts of timestamp updates. Why ? because the database doesn't care, GORedtsa
possible to keep performance and as much as possible to keep Oracle RDBM 3\hwgitiyg
more is nice, but not considered a requirement.

DOCUMENT PREVIEW

This document is for folks who are interested in understanding OCé&8aid. It wasn'’t planned
to actually write a design document, but I did this out of my interest to help fotkare
interested in understanding how OCFS works. | have put this information imgwwitile | was
walking through the code (ocfs version 1.0.9-9) and understanding how OCFS is intpkme

OCFS PHYSICAL DESIGN OVERVIEWexplains the physical structures that reside on the
disk. OCFS physical structures are crusial in OCFS implementatiey.contain the persistant
information about the OCFS data structures, metadata and the uséralatacontains structures
that are used during runtime for Inter node communication and co-ordination desiaccthe
shared resources.

OCFS Functional Design talks about how the OCFS filesystem works. It talks about how
the nodes communicate and co-ordinate access to shared resources. It taltke alaoious
components that are implemented to implement a cluster aware @lesyst

OCFS Implementation talks about the actual code and how OCFS is implemented. It talks
about the main routines to give an idea of how OCFS works. For completeatifor on
implementation, one needs to look at the code.

OCFS Data Structures talks about the implementation of disk structures and in-memory
structures.
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1. OCFSPHYSICAL DESIGN OVERVIEW

OCFS is a cluster aware filesystem designed as a replacemeaw/fdevices. It is mainly
designed to store Oracle database files, like datafiles, redologfibdsye logfiles, controlfiles,
guorum disk file, spfile. It is not designed for general-purpose files, and hersrétdparantee
synchronized access to data. In Version 1 it only guarantee synchroniess tcmetadata, and
limits the maximum number of nodes that can mount the filesystem to 32.

The physical design of OCFS can be further categorized as follows

1. Disk Layout
2. In Memory Structures

OCFS divides the disk into various divisions to handle, node management and node
communications. It also maintains In Memory structures to serve itsdoality

1.1 Disk Layout

The below diagram depicts the disk layout of the device that is fodnatten OCFS filesystem.
This layout structure is maintained per volume and hence each layoutgerideéat of others;
for e.g., if a node has more than one device/disk that has been formatte dDCKS filesystem,
then each device has this layout and is independent of the other. OCFSthidis& into two
divisions:

1. OCFS Header
2. Data Blocks

¢ OCFS Headt ¢ ¢ Data Blocks—¢

OCFS Publish Sectors gilt?:;l System Files
Super block 32 sectors 1MBp Headers

(8 sectors)

L

| .

Node Config Vote Sectors Metad
Sectors 32 sectors Free area etadata
38 sectors &
Data blocks

Disk Layout of OCFS



OCFS Header is of fixed size and gets allocated and initialized dherfgrimat of the device.
The OCFS Header is further subdivided into various different typdsaisof fixed sizes.
These blocks are further subdivided into sectors and a sector is 6fl&bytes. These sectors
hold OCFS data structures that are required for node monitoring and inter nodergoations.

Most of the OCFS data structures are of size close to a seet@nsizience each structure
occupies a sector. Some of these structures contain node spéaifitaition while other contains
shared information. Any node that needs to access shared sectors regdséocorresponding
disk lock. The corresponding nodes can only write into the node specificsséxtball other
nodes can read the contents of other nodes sectors. We do not use any lomssto@de
specific sectors.

The first few sectors of the data blocks contain various differastesyfile headers. These file
headers are initialized when the filesystem is mounted for the vstryifine. We restrict the
filesystem be mounted by node zero for the first time. Since any nodegkdbtmount first will
get node 0, this is not considered to be a restriction. However if thpre$ers to assign node
numbers, then he need to make sure that the filesystem is mounted first by noithe @doy
first time. Once these structures are initialized any node can mount amidisahany time.

The data blocks for system files are allocated as and when requireel. af@eo reservations
made for any other space allocations except for the OCFS Header andfggdteaders. There
are around 8 types of system files for each node and each file header occupy 5%2bstesigh
space is reserved for maximum number of nodes that can mount (in V1 itsdliimi32 nodes).

The data blocks and metadata blocks for regular files are allocatel@-afidcated as and when
required with an exception for root directory. The root directory inftiomas stored as part of
the ocfs directory node structure and is immediately followed atesyistem file header sectors
and allocated system file blocks. The OCFS Header maintains thiegsthsk offset to this root
directory node structure on the disk and is an entry point for accessinitgaomydirectory on this
filesystem. This directory node is created and initialized when thgdikss is mounted for the
first time.

1.1.1 OCFSHeader

OCFS being "clustered” filesystem maintains node specific irdion required for node
monitoring and inter-node communication as part of the OCFS Header. It altainsaiocks
and bitmap structures, which govern the space allocations in the data bIGES f@ther
subdivides the header into the following blocks.

OCFS Super block
Node Config sectors
Publish sectors
Vote sectors

Global Bitmap

Free Sectors

oukrwnNE



The disk layout is created and patrtially initialized during the format of thieedev device must
be formatted with mkfs.ocfs or ocfstool to run the OCFS filesystens.outt or ocfstool are
standalone programs that are aware of the OCFS disk layout and heneawamen before
OCFS module is loaded.

1.1.1.1 OCFS Super Block

OCFS Super block occupies the first 8 sectors of the OCFS volume and cdradoikwving

1. Volume Header

2. Volume Label

3. Global Bitmap Lock

4. 5 reserved sectors (UNUSED)

Volume header is stored in the very first sector of the volume and comt@imaation about
device size, OCFS version, block or cluster size, number of clusters/memkisnum number of
nodes that can mount this volume. It also contains starting disk offsets to néideseotors,
new node config sectors, publish sectors, vote sectors, global bitmap bieky §es block,
and the data blocks. These values are calculated and updated in the heagéhealisk format.

The Volume Header also maintains the disk offset to the root direcoaty @irnode), which is
calculated and updated during the very “first” mount of the volume. The OCFS volaher lie
defined as ocfs_vol_disk_hdr, which is defined in Common/inc/ocfsvol.h. Each @ihk8e

has the signatureOracleCFS” stored as part of the header to identify the OCFS volume and
also to identify against any corruptions.

Volume Label is stored in the second sector on the OCFS volume and containatiofoabout
the Volume Name, Volume Name Length, Volume Id, and Volume Id Length. This striscture
created and initialized during the format.

OCFS Volume Label structure is defined as ocfs_vol_label in Common/inadbhisThere are
few other values defined in this structure (cluster_name and clustex_tesgth), which are
currently not used.

Global Bitmap Lock is the lock structure that maintains the lockrmdition for the global
bitmap block. Any node that wants to allocate some space from the global bitinagveito
acquire this lock, update the global bitmap and release the lock. Thisigralso maintains a
counter, which keeps track of the number of bits that are set in the GlabapBl{vhenever any
process on any node allocates some space will have to increment this countare aversa.

This structure is defined as ocfs_bitmap_lock in Common/inc/ocfsvol.h.

1.1.1.2 OCFS Node Config Sectors

OCFS Node config sectors immediately follow the OCFS Super block seatal there are 38
OCFS Node Config Sectors, which are grouped as follows: These seetolsased only during
the format, and are initialized and updated as and when nodes mount.



Node Config Header (1 sector)

Free (1 sector)

Node Config Info (32 sectors, one per node)
New node config Info (1 sector)

Node Config Header (1 sector)

Free (2 sectors)

ourwNE

1.1.1.2.1 Node Config Header

Node config Header is stored in the very first sector of these sentbesa@py is also maintained
always in the 38sector. This copy is located adjacent to publish sectors so that it azadtisyr
the NM thread (Node Monitor thread) when it reads the publish sector

This structure contains the signature “NODECFG”, which is useditpely identify the Node
Config structure. It contains Version number (in V1 it's always 2) to praigainst any structure
changes in future. It maintains a counter (number of nodes), which indicatesammwnode
config slots have been used from the node config sectors. When a new node mounts the
filesystem for the first time, it gets a new slot and the number of nodeset gets incremented.
If this node either unmounts or remounts using the same node number, this value remains
unchanged. But if the node gets a new slot (by generating guid and not specdiaing-re)
when it remounts, then this counter will get incremented and the old sloémvdim unused
(basically we lost hat slot).

The node config header maintains another counter, config sequence numberswhich i
incremented whenever a node mounts this volume. This value is incremented by ttitehode
mounted the filesystem to indicate the other nodes that it has mounteduime awid hence they
need to refresh their node configuration. The config sequence number doesrcteyaented
when a node unmounts the volume.

This structure is defined asfs_node_config_hdr in Common/inc/ocfsvol.h

1.1.1.2.2 Node Config Info Sectors

There are 32 Node Config Info sectors, which holds 32 node config info structunesahi
sector), which can hold information for 32 nodes. These sectors areeallacat initialized to

null when the volume is formatted. When a node mounts the volume for the festttimes one
slot from these pre-allocated slots. Once a node gets a slot italsay the same slot unless the
node guid is modified and user didn’t specify to reclaim. Once a slot is usetelmode it is
never used by another node.

This structure contains a disk lock structure, which is used fhinig¢he sector when we are
using. When a node tries to mount the volume, it updates this disk lock istsuicitk structure
with 1 indicating that it is using the slot. This disk lock strucinneode config structure is used
only when the node is mounting the volume.

It contains the node name structure, which holds the name of the nodeuet & the mount
time. OCFS doesn’t depend on the node name and doesn’t prevent the user from heeusing t
same node config slot when the node name changes. It doesn’t depend on the node_ctyme dire



and only uses it for informational and sanity checking purpose only. If thenaode gets
changed then this value gets updated in this structure when the node re-neuohsrite.

The node config structure maintains the guid (global unique id), which igjaeuvdlue that is
generated from using the NIC’s mach address. The guid is 32 bytes long and cbtiséstaach
address along with a hostid that is generated using the mach address. Thigjgeilg identifies

a node and OCFS uses this when the node is mounting the volume. When a node mounts the
volume OCFS reads the macid, calculate the guid, and then scan all the rHapsemors to
identify this nodes slot. If no slot contains this guid, then this could be a nevontiaeNIC

card changed. If the NIC card changed then the user can specify “reclainal’ dyting the

mount time; then OCFS looks for the matching hostname and reuses that slbtttiebadde

name and the mach address changed at the same time, then there is no way fori@EDES t

that this is an old node. In this case it allocates a new slot and we lose e &rever.

The node config structure contains the IP address and the port number on which the OCFS
listener thread on this node will be listening. By default OCFS use3@a0 if available or else
the user needs to mention this in tée/ocfs.conf file. Each node stores this information
in their corresponding node config structure, by which other nodes will igéiméifiP addresses
of the rest of the nodes and the port number on which their listener thresnis list

Node config structure is defined asfs_disk_node_config_info in
Common/inc/ocfsvol.h

1.1.1.2.3 New Node Config Info Sector

This sector holds the disk lock info and is located immediately aiemdde config sectors.
OCFS uses this sector to synchronize from different nodes mounting thesdame at the same
time. When a node wants to mount a volume it reads the new node config sectovaliitha to
see if any other node is mounting the volume at the same time. If not then it updasestor
with the disk lock indicating that it is now mounting the volume.

Once a node acquires this lock it spawns a kernel thread, which keépg thig lock

information at this sector for eve@CFS_VOLCFG_LOCK_ITERAT®O jiffies) +jiffies. If
another node is trying to acquire the lock then it first reads thisrdedind if any other node
already acquired the lock. If yes, then it sleep<I6GFS_VOLCFG_LOCK_TIMEOOOms) and
re-reads the sector to find if that node is still locking. If yes thersitrass that the first node
might be dead and tries to break the lock by writing it's lock requestnitsibeps again for
OCFS_VOLCFG_LOCK_TIMEmMe and re-reads the sector to find if its lock request has been
overwritten. If the request has been overwritten then the other nodeakvst and hence this
node re-tries, if not then since it got the lock it continues with the mount.

It uses the same node config header structci® disk_node_config_info (asit
contains the disk lock structuoefs_disk_lock ) defined inCommon/inc/ocfsvol.h

1.1.1.2.4 Node Config Header

This is the copy of the node config header that is in the first seictioe node config sectors.
This is written again here in this sector because it is adja@éime publish sectors which are read
by the NM thread on every node. The NM thread reads this sector to find if any newilwlteth



the volume. If yes then NM thread re-reads the 32 node config sectors and iipdiate®mory
structures.

Every time any node updates the node config header structure in the fostisetso updates
the node config header in the"$ector.

1.1.1.3 Publish Sectors

Publish sectors are used by nodes for heartbeats, and for initiatingoudstsawhen they are
using Disk DLM. Heartbeats are always done over the disk, but vote regreefitst initiated

over the network and will fallback to disk (for that request only)r&lage 32 publish sectors and
each node gets a slot depending on its node number. A node can only write into itst ot sl
can read other nodes publish sectors.

Any process on that node can write into the node specific publish secéqutst for a vote from
other nodes. To synchronize multiple processes accessing this blsatrie time, we use
publish_lock lock, which is created during the volume mount.

A nodes publish sector contains a time counter which is updated by the Nl dhrézat node.
The NM threads on one node when reads the publish sectors of the other yadeshé time
value of the other nodes and compares to the previous read value. If theliewha node is
same as old value then it is counted as a “heartbeat miss” and itéméseime misscount counter
for that node. If the max misscount value (MISS_COUNT_VALUE = 20) ishezhthen it
decides that corresponding node is dead. If the time value changed thes itheesaisscount
counter to zero indicating the node is alive.

It contains a dirty field, which is marked to TRUE when a node is requestiagvbte. The
vote_type filed contains the type of vote that a node is interested ipublish structure also
maintains a vote_map to indicate which nodes should vote. If a node wants andtéo vote
for its request, then it sets the bit (in the nodemap) corresponding to theumobler, and resets
the corresponding bits for the nodes that it is not interested in.

This structure maintains a sequence number to map the vote request. Whaaraewants to
request for a vote, it then checks if any other node is requesting the votehEmdtalso scans
what is the largest sequence number thus far, and increments the valuettminalicate that is
new request. There could be a race condition that could happen, where 2 or moramoeag c
the sectors at the same time and think that they can request a votecéséhtise node with the
highest node number wins the race and all other nodes will respond to that nodébevoiade
with the small node number has to retry the request.

In OCFS every resource is identified with its disk offset. For ex: Iedfl has been created at
disk offset DO1, then any node would request a lock on DOL. So the publish structurescontai
the filed which holds the disk offset. A node that needs a lock on a rescaulttbupdate this

field with the corresponding disk offset value.

Publish sector structure is definedog$s_publish in Common/inc/ocfsdisk.h



1.1.1.4 Vote Sectors

Vote sectors are used to respond for a vote request. These sectors arethegedoests that
came over the disk. The vote requests are always initiated on the lgddutdior some reason if
the requester didn't get the vote responses from all nodes in time, théhreguest for those
nodes on disk.

There are 32 vote sectors and each node gets a slot depending on the node number. &ath node
only write into its vote sector but can read other nodes vote sectors. Thegtioat is requesting

the vote reads the vote sectors to check for the vote response. Tlheddidn the other nodes

will write the response into these sectors.

Vote structure contains an array field for vote responses. A node uffgdatesresponding array
column depending on the node number that it is responding. For e.g., if node 1 and node2 wanted
to request for a vote, then nodel and node 2 first checks if any other node ismgdoestivote.

Both of them then initiate their vote request in the public sectorsf Bsbi happen that node 1

has written the request and node 3 has read the vote request and node 2 hats weiigesi.

Now according to the algorithm ever other node should respond to node 2’s requestrenate but

3 thinks that it needs to respond for node 1. So if it just votes then node 2 nmgth#tiit

might be voting for node 2. So to avoid this misinterpretation, vote respettsesfmaintained as

a structure. So only the corresponding field is set like vote [nodenum]-espgense.

Vote structure also maintains another field vote sequence number, witietcigply of the public
sequence number from the vote request. This is used to indicate for wjuektreve are
responding for that node. Vote structure also contains a field for disk offf¢e resource for
which it is responding. This value is copied from the publish structtweyvote structure also
maintains a flag to indicate if that resource is open withinrtbde. It may happen that a node
can vote yes, but wants to indicate the requester that it is h&aeimggource open, this will
indicate the requester, whom to respond after completion if it has to respond.

Vote sector structure is definedads_vote in Common/inc/ocfsdisk.h

1.1.1.5 Global Bitmap

Gobal bitmap is used to account for the disk space on the volume. Global biteapsisgle bit
to identify a single block. The bit is set to 1 if the corresponding blockeid, and that bit is set
to 0 when the block is unused. The size of this structure is 1IMB, which-#élpcated and set to
0 at the time of format.

This structure along with the OCFS cluster/block size dictagemaximum size a volume can
be. The maximum volume size is computed as 1MB * block_size * 8(bitshélddes that
want to allocate space will access this map. The global bitmap |dak thaintained in the
OCFS header synchronizes access to this block. Any node that wants tp tinisdifiap needs to
acquire the global bitmap lock.



1.1.2 DataBlocks

Data blocks are created during the format and all the blocks are of igertteas the user
specified during the format. This is the place where system fileehgaystem file data, regular
files and directories are stored. The space management of thelse islmonitored in the Global
Bitmap.

The following structures are stored in these blocks

System file headers

System file data

DirNodes (Directory headers structures)
File Entries (File Header Structures)
Extent groups

Data blocks

ogrwNE

1.1.2.1 System FileHeaders

System file headers get created when the volume is mounted for tHesteigne. Only the file
headers each of size 512 bytes are created for all the possible fleste8ystem files Header
structures are same as the other file header structuresherdgdess pattern and the type of data
they store are different. These headers are stored at predefiretd offshe disk and hence can
be accessed directly. There are 6 types of system files thairegatly used, they are:

DirFile
DirBitMapFile
ExtentFile
ExtentBitMapFile
RecoverLogFile
CleanUpLogFile

ogrwNE

In OCFS the metadata structures DirNode and Extent groups are of figed. 8BKB and 512
bytes respectively. Since OCFS allows users to create data blatike@ht sizes, it uses the
first 4 system files to accommodate the DirNode Structures andtixtamp structures.
RecoverlLog File and CleanUpLog files are used for recovering the rteetadase of node
failures.

Each node needs the above set of files and the headers are pre-crehtethétimum possible
nodes that can mount the volume. OCFS currently allocates space for 2 otrarfggst
OCFS_VOL_MD_SYSFILE and OCFS_VOL_MD_LOG_SYSFILE. Only the headers are
allocated for all the nodes. Since these files are not used, this ddocuith@ot talk about it.

1.1.2.1.1 DirFile

DirFile data blocks store the DirNode structures. DirNode strads of 128KB and OCFS
needed a mechanism to allocate these fixed size structuresdatresf OCFS block sizes that



the user specified during format. DirFile grows as and when the diyesttactures are created.
Once the file is grown it cannot shrink, but the space is reused, when newriisegie created.

Each node has one DirFile, and they are located at offset 2*(32+node#)*512 +odktstaiting
offset. The actual data blocks for these files can be located argywher

1.1.2.1.2 DirMapFile

DirMapFile contains bitmaps to the space allocated to DirFiledp& track of which slots are
used in the space allocated to the DirFile. When blocks are atldcai@rFile, then DirMapFile
will initialize the bitmap structure, which keeps track of sloéd ttan be allocated for DirNodes.
If a particular slot is used then it sets the corresponding bit to 1 artd Setghen the
corresponding slot is freed. When a user tries to create a directdf{s f0€t scans the
DirMapFile to find a free slot in the DirFile, once an unused slaisd it uses that slot and sets
the bit to 1.

1.1.2.1.3 ExtentFile

ExtentFile system file is similar to DirFile, but it keeps tratlExtent group structures instead of
DirNode structures. The allocation and access mechanisms are she®aEile except the
sizes allocated to ExtentMap structures are of 512bytes.

OCFS File Entry (File Header) has room to keep track of 3 extentai®sie data actual
blocks). If the file grows beyond the 3 non-contiguous extents, then it createsraspecial
structure called ExtentMap. The File Header keeps track of thesgsxivhich in turn keeps
track of the actual extents.

1.1.2.1.4 ExtentMapFile

It is similar to DirMapFile but keeps track of space allocations datenvhe ExtentFile.

1.1.2.1.5 RecoverLogFile

There are two system log files per node: Recover logfile and Cleanilp.lddjiere is no global
log file. To calculate system file ids, which is really just thet@eoffset:

recover_file_id = (__u32) (LOG_FILE_BASE_ID + node_num);

cleanup_file_id = (__u32) (CLEANUP_FILE_BASE_ID + node_num);

The Recover Log is used to log stuff to be done in case we have to abort an operation.

Each log file consists of a series of log records (either cleanupsgoo recover records).
Though some of the variables are there, there is really no knowledge of whatitesnat
“transaction”. A single process might log several types of recorde Indfiles, all related to a
single action (for example, an extend) and even give each record the@asaetion id, but the
logging layer really doesn't care. As an aside, log files can only grallocated space, never
shrink. There's a chicken and the egg problem associated with truncaturgal.



1.1.2.1.6 CleanUpLogFile

The Cleanup Log is used to log stuff to be done in case we want to commit afooperat

1.1.21 System File Data

System Files data blocks could be stored anywhere on the disk. The Siestezadiers keep
track of these blocks. These blocks are allocated to the fileslagleen the files grow. Once a
block is allocated to a file, it is never reclaimed back to the free padholever, the space is
reused when it can be.

1.1.2.2 DirNode

DirNode is the structure that stores the information about a directaci. BirNode is of 128KB
and can hold up to 254 File Entries. A DirNode is referrenced by its disk offaet (#wysical
offset where the directory is located on disk), which any node/proces®wEess the
corresponding DirNode. The root DirNode is the only DirNode that getdest when the volume
gets mounted for the very first time. Other DirNodes are created upon ggeste The Root
DirNode will be the entry point to access files or directories. TGE®volume header contains a
pointer to the Root DirNode.

The DirNode structure contains a signature "DIRNV20", which is usecetdifig the on disk
structure. Whenever a DirNode block is read the header is checited fialidate the structure.
DirNode contains the disklock structure, which any node should acquireppitbpaiate lock
before it can access this DirNode.

A directory can end up having multiple DirNodes, as a DirNode has roonepaieek of only
254 File Entries (meaning 254 files or directories combined). The useawille able to notice
these multiple DirNodes, these are the structures that are ihtena@htained and can be viewed
by using debugocfs tool. When more files/directories get created in #otody, a new DirNode
gets created and link is maintained to that DirNode. If the files gakdetben the newly
allocated DirNode still stays until the user deletes the direc@@FS doesn’t do the merging of
DirNodes, as that would be very expensive.

If a single directory ends up having multiple DirNodes, a new file creatbudiead us reading
multiple 1/Os to read all the DirNode structures. To avoid this the DRieNstructure would point
to the DirNode that was created last. DirNode maintains an array aesdehich point to the
offsets of the FileEntries. This index gets sorted based on therfilesnduring the file creation
time. If a file is renamed, then this index array won’t get sorted, th#teamarked dirty and an
offset is maintained to that slot which would imply that OCFS has to sortxbtime a read
happens.

DirNode also maintains a first_del pointer, which points to the slditeoFile Entry of the file
that got deleted recently. If another file is deleted, then thtedieswould point to the recently
deleted File Entry slot and that would maintain a pointer to the preyideldted FileEntry slot.
This would give OCFS a direct access to the free slots, which can be hsedew files get
created.



DirNode maintains two counters, the max File Entries that can be credt#ttasurrent number
of File Entries that got created.

DirNode contains the disk offset of where the DirNode structure isdstord also the relative
location within the DirFile system file,

1.1.2.3 FileEntries

A File Entry is the header of the file, which keeps track of the fildadaéa. A FileEntry is of
size 512bytes and resides in the DirNode structure. A File Entry maintasessdff the actual
data blocks where the contents of the file are stored. A FileEntryicemi@me, modification
time (time that metadata has been modified), userid, group id, and accessipesn

OCFS doesn’'t worry about the data access synchronization; hence it destsitt 2 nodes
accessing the same data blocks. It is up to the user application hocsyre the data access.
OCFS maintains disk lock for synchronizing access to metadatalothks needs to be acquired
by the node to access the metadata of the file. Once the lock is ddbeistatus of the lock is
updated on the disk.

FileEntry structure contains the signature "FIL" which is usedentify the FileEntry structure
on disk. FileEntry maintains a pointer to the DirNode in which it islieg; this is the parent
directory for this file. It maintains the disk offset to its own dtie

A file consists of a file header and data blocks/extents. The file hisatierFileEntry in OCFS.
The data extents are stored separate from the header. When a fimdedxdnd needs a block, it
tries to allocate space from the global bitmap. Once the space is gotkis dttbe new block is
adjacent to any of the old blocks. Assuming this is a new block, OCFS upd&tkeErmry
structure with the starting offset to the disk and the length of #ke Ifithe file gets extend again
and it got a block adjacent to the old block, the OCFS only increases¢nge sxe as knowing
the starting offset and the file size will be enough to get the conterts.riktv block is not
adjacent to the old one, then OCFS updates the starting offset and siwefilethe FileEntry
(extent) structure. A FileEntry can only keep track of 3 extents.

When a new block/extent is allocated and if all the extent ented#lad, then OCFS allocates a
new structure called extent group. The FileEntry then copies the cextent entries into the
extent group and stores the offset to the extent group in the FileEntmthe File Entry is
indirectly pointing to the data extents. At this time the granularityciemented by 1 indicating
that a level is increased between FileEntry and the datablocks.

Since an extent group can only store up to 18 extent entries, if a new bldokdeaallocated,
then another level of extents is created, and the granularity isneted by 1. Now the File is
pointing to the extent groups, which are pointing to another level of extarsy which are
pointing to the data blocks (double indirection). Currently OCFS can go up td 8fleve
indirection.

When the granularity is O or greater, then OCFS maintains the wffdet extentmap that got
created recently.

This structure is defined asfs_file_entry in Common/inc/ocfsdisk.h



1.1.2.4 Extent group

Extent groups are created to keep track of data blocks allocatetietoExtient groups itself are
stored in the ExtentFile systemfile. When a file gets extended add ad#ock, OCFS first
checks with ExtentMapFile systemfile, if it has room to accommodate spraite fnew extent
group. If it finds an unallocated bit in the map file, then it creates the extang grthe
ExtentFile system file and updates the corresponding file with thedoaz the extent group’s
diskoffset.

An Extent group structure contains two types of signatures "EXTDAT1" aX@HBR2".
"EXTHDATL1" indicates that the extent group is pointing to the data BIGEKXTHDR2"
indicates that the extent group is pointing to another level of extent groups

Extent group structure stores offsets to the actual disk offdeha relative offset in the
ExtentMapFile. It also contains a pointer to the FileEntry and to the djgxteat extent. It
contains an array, which holds the pointer to the data blocks. This anrapldaup to 18 entries

only.

1.1.2.5 Datablocks

Data Blocks are just the physical blocks and OCFS doesn’t maartgistructure to define a data
block. The blocks are identified by the offset and the size.

System Files DirFile block File Data
Header For Node O Rlock

DirFile Header fo
Node (

Another DirNode
as the Files Grow
This above diagram shows the following
1. Ablock that holds system file headers
2. A System file header block that holds DirNodes
3. More DirNodes for the root DirNode when morenit2s4
files got created
4. File Entry pointing to another dirnode when sne
directory got created
5. File Entry pointing to the datablock



ExtentFile
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The above diagram depicts the relationships betwdeRntry, Extent Group and
Extents.
1. When a file has more than 3 non contiguous éxtiiat’'s when an extent
group come into picture
2. Inthe above diagram if there were only 3 Dattefts, then the 3 Extent
pointers in the File Entry would directly pointData Extents
3. If afile grows to more than 18 Extents, thele Entry would point to Extent

Group which point another level of Extent Groupdahipoint to the Data
Extents

1.2 Memory Structures

OCFS creates and maintains some memory structures in whictes gterdisk structures and
also runtime information. OCFS memory structures can be catedjantpethe following:

1. OCES Global Structures and
2. OCFS Volume Specific

1.2.1 OCFSGlobal Structures

Global structures get created when the OCFS module is loaded into the m&hassy structures
are created one per node and get deleted when the module is removed fromdhe @ERS
creates the following global structures

Global Context
OCFS IPC Context
OIN Cache

OFILE Cache

e NS



5. FileEntry Cache
6. LOCKRES Cache

Global context is the main OCFS structure and maintains pointersabakie-specified global
caches and also to the Volume specific main structure. The Caclmeatesl so that the
resource can be used if possible. These caches are created by wsmgkohe_create and
destroyed by kmem_cache_release. When OCFS module gets loadedljzeisitiee cache
structures, and the memory is allocated and deallocated as requirgel sfrinetures can be seen
from /proc/slabinfo and are part of the slabcache. The slabcachédarsrmory management
but the creation and deletion of these resources is initiated by OCFS. OCFSw@mnloernel to
shrink the cache.

1.2.1.1 Global Context

Global Context structure can be considered as the parent or grandparent dDalFthe
structures. Global Context maintains a linked list, which keepk ¢8OSB (Oracle Super
Block) structures that gets created per each volume. It also maiptznters to the OIN, OFILE,
FE, and LOCKRES caches. It contains the preferred node number if the sigeeritioned in the
/etc/ocfs.conf. This value is stored here, because the preferredunoder if valid applies to all
the volumes. This structure contains the objid, which contains the type
OCFS_TYPE_GLOBAL_DATANd size of the Global context itself.

Global context maintains node name, node IP address, and preferred port numbé&Sor OC
listener process. The flag reflects the state of this steidihen the structure gets initialized,
the flag is set t&OCFS_FLAG_GLBL_CTXT_RESOURCE_INITIALIZEDndicating that it just
started to initialize. The flag stat@CFS_FLAG_MEM_LISTS_INITIALIZED indicates that
this structure now has the pointers to the cache; this will allow O@Jesile what to clean
incase of failures. The flag statO€CFS_FLAG_SHUTDOWN_VOL_THRE®izates that the
volume is shutting down to indicate the NM thread to exit as the NM tlhwepd checking for
this status.

This structure is defined asfs_global_ctxt in Common/inc/ocfsdef.h

1.2.1.2 ocfs ipc_ctxt

This is a global structure, which contains the information requiretthéoocfs clients to
communicate with other nodes over the network. This structureigsp@inters to the send and
receives sockets that are created during the load of the OCFS nibdlde contains the task
structure of the listener process.

1.2.1.3 OIN Cache

OIN stands for OCFS Inode (index node), which is a wrapper to the VFS inodeptieserds an
OCFS object. It is defined a&fs_inode  in Common/inc/ocfsdef.h . A single
ocfs_inode represents a single object. This structure informathrding the VFS inode
structure is filled by OCFS. It contains pointers to OCFS super bltekligk offset, dirnode



offset (incase it is a directory), parent dirnode offset, number t@frioss (processes) that opened
this file, and flags that indicate the state of the inode. This steuctamtains objid, which
containdOCFS_TYPE_OIN0x03534643) and size of the OCFS Inode structure.

OIN Cache keeps track of OCFS Inode structures. When OCFS needs memgouests the
kernel to allocate the memory and account that memory into the OIN CachetHer slab info
we can see the size of each resource and the number of resourcedadindatarrently being
used.

1.2.1.4 OFILE Cache

OFILE stands for Open file and is a wrapper to VFS file structure thaiededin open file. This
structure is defined axcfs_file in Common/inc/ocfsdef.h . OFILE structure gets
created when a file is opened, and there will one for one open, meaning ibbesses open a
file then we have two OFILE structures. Ocfs_file contains pointer tO@IES inode that
represents this object, VFS file structure that points to fleisgointer to the disk offset, its index
within the DirNode, and a pointer to the DirNode structure. This streielso contains an objid,
which contain®CFS_TYPE_OFILE (0x02534643) and the size of the ocfs_file structure. File
Entry Cache

OFILE Cache is an in memory cache similar to OIN Cache and contains lihe Gfects.

1.2.1.5 FileEntry Cache

Same structure is used for in memory and ondisk and it is the header of the fileextory. The
directory also has the DirNode structure. The FileEntry cache eetkack of allocations and
deallocations of the memory used to FileEntries within the cache.

1.2.1.6 LockRescache

LockResource is an in memory structure that synchronizes access té-8o0j€ct. Any
process that needs to obtain a lock on a resource, should acquire a lock okréiseloce that
represent the resource. These lockresources govern locks within; danddeks across nodes
OCEFS tries to acquire disklock also. For ex: if a process needs toeaadpck on a file, it first
creates a lockresource if it doesn’t exist already and acquiréscthen the lockresource, and
then it tries to acquire a lock from other nodes if that node is not owrahgptk.

LockRes cache is the slab cache similar to OFILE and OIN and isdr@ad destroyed

1.2.2 OCFSVolume Structures

Each Volume has some volume specific global structures, which are usittigtiiolume.
These structures get created when a volume is mounted and gets deletedhduisipount.
There could be multiple OCFS volumes mounted on a hode and each volume spedifiestruc
are independent of others.



The following are the structures that are maintained in memory, apartliese OCFS also
defines other structures to hold the ondisk structure information.

ocfs_super
ocfs_vol_layout
ocfs_inode

ocfs_file
ocfs_lock res
ocfs_io_runs
ocfs_vol_node_map

NogahrwdbE

1.2.2.1 Ocfs super

OCFS super is the superblock structure for OCFS FileSystem whiatré&pper for VFS
superblock. It contains OCFS volume specific information. When the vokimeunted, this
structure is created and a pointer to this structure is linketbtma3Context. This structure
contains information like, number of open files, number of nodes configured, trarffsaetii@
the root directory, pointer to the root directory inode, and status of the eolumaintains a
pointer to the NM thread to signal the thread when the volume is dismounting.

This VFS super block in this structure contains pointers to various @@H®ds like
ocfs_statfs, ocfs_put_inode, ocfs_clear_inode, ocfs_read_inode, ocfs_read_inode2,
ocfs_put_super. These are OCFS volume specific methods implement&FByaDd are
invoked by VFS appropriately.

1.2.2.2 ocfs vol_layout

OCFS volume layout contains the physical volume specific informationhMfithis
information is populated from the volume header and contains disk offsetsaiosvdisk
structures. It's an in memory structure that holds the volume headenatfon and resides in
ocfs_super.

1.2.2.3 ocfs inode

ocfs_inode is the wrapper to VFS inode and an instance of it is created whéR8wequests.
VFS inode structure contains pointers to inode methods implemented by OER®#1& create,
ocfs_lookup, ocfs_link, ocfs_unlink, ocfs_symlink, ocfs_mkdir, ocfs_mknod, ocfs_rename,
ocfs_setattr, and ocfs_getattr. These methods are invoked by VFS agtthserser land
requests.

1.2.2.4 ocfs file

ocfs_file is the wrapper to the VFS file structure and is crefateglvery open operation. VFS file
structure contains pointers to OCFS implemented file methods lile,fibef read,
ocfs_file_write, generic_file_mmap, ocfs_sync_file, ocfs_flush, oités release,



ocfs_file_open, and ocfs_ioctl. These methods are invoked by VFS diestyve the user land
requests.

1.2.25 ocfs lock_res

ocfs_lock res is the OCFS in memory lock structure. This is créatedery object, file or
directory that needs to be accessed. This structure contains, saotdiphysical diskoffset),
which uniquely distinguishes one instance of this structure to the othekSAXHABLE is
maintained which holds the instances of these structures. Whenevétigetitery lock needs to
acquire, the hashbucket is searched with the offset of the filefiyetftlock resource is not
found then one is created and inserted into this hashtable.

When a process wants to acquire a lock on lock resource, it checksoiékhs in use and what
lock does it hold. If the lock requesting is compatible, then inuse cosnteremented and the
lockfield is set appropriately. It also maintains a field votednew®ken on a which a process
waits to be woken up by other process.

It also contains two fields request vote map and got vote map, which is uskylifadhie node
got the votes. Request vote map is initialized with the map of nodes that thie reqlgesting
the votes. For every vote received the appropriate bit is set in the gohaptand finally they
are compared to see if it got the votes. This is only used when the voting ésingppver the
network.

1.2.2.6 ocfs io runs

This structure holds three values, diskoffset, read length, and the affgattive buffer. When a
user initiates and IO of certain length, then the whole data may nobhtiguoas on disk. OCFS
may have to do multiple IO calls to service this requests. Ocfs_m® basically contains this
information; this structure gets filled depending on how spread the fdhtat @le is.

1.2.2.7 ocfs vol_node map

This structure is used to keep track of the heartbeat of the other haleses heartbeat time,
interval, and misscount, mount and dismount status of each node.



2 OCFSFunctional Design

2.1 NodeMonitoring

Each node does node monitoring per each volume that gets mounted. The primary feibation i
check the health of the other nodes that have mounted the same volume (&ieay}). @CFS
maintains a publish sector area in the OCFS Header portion into whltinede writes its
heartbeat counter value every 500 ms. After writing it also reads thslpabttors of all the

other nodes sectors and process them. It checks each nodes heartbearaloeraed compares
with the previous heartbeat time of that node.

A misscount counter is maintained for each node and for each volume, which gateimed
every time the previous and the current heartbeat match for that nodeuriter ¢s reset to 0
every time there is a difference in previous and current heartbeaecdbitite misscount counter
has reached the max allowed misscount, which is 20, then the node is marked asctieaodd-a
maintains a map in which each bit indicates whether a node is atieadr If a misscount of a
node has reached the max limit then the node map is updated on all the other nkidestimaar
the node is down.

In OCFS V1, node monitoring is done on the disk.

2.2 Distributed Lock Manager

OCFS has implemented DLM to synchronize access to the shared resowwsedle nodes. A
resource can have any of the following locks:

1. OCFS_DLM_NO_LOCK
2. OCFS_DLM_SHARED LOCK

3. OCFS_DLM_EXCLUSIVE_LOCK

4. OCFS_DLM_ENABLE_CACHE_LOCK

In OCFS DLM locks are reflect on the disk. A DLM lock is associated Wwélctirrent owner of
that resource. The current owner doesn’t mean that if any one elsehreekmtk will request this
node; it is used to find out if you are the owner or if some other node is tiez and if there
needs any recovery in case the owner is dead

OCFS uses two mechanisms for lock managing, 1) lock resource and 2) Kigk lock
resource is an in memory lock structure for a particular resoumeegzes within the node will
try to acquire this lock before they try to acquire the disk lock. Theepsatying to acquire will
wait if some other process has marked the resource as in use. Ti@@gquacess will either try
until the resource is marked unused or the timeout. Once the lockresoomaiked not in use,
the acquiring process will mark it inuse and update the structure witlo@sgsid.

OCFS_DLM_EXCLUSIVE_LOCK and OCFS_DLM_ENABLE_CACHE_LOCK will aws be
reflected on the disk. OCFS_DLM_EXCLUSIVE_LOCK lock means thatréssurce is
acquired in exclusive mode. OCFS_DLM_ENABLE_CACLE_LOCK means that Huelree is
cached on the owning node and hence needs to be asked to flush before that resberosezh
OCFS_DLM_SHARED_LOCK means that the resource is in shared mode.



If a node (process on that node) wants to acquire an OCFS_DLM_SHARED_LOCIK wiien
first check if any other process on that node is using that resource, itfweiswait till timeout

or that process release the lockresource. Once the lockrefuraesed, it will mark it as in use
and reflects the lock status from the disk. If the lock type on that diskroesis either
OCFS_DLM_NO_LOCK or OCFS_DLM_SHARED_LOCK then it will just acqutine lock, as
they are compatible. The shared lock acquisition is not communicattider nodes as any
exclusive request will anyhow be communicated to all nodes. If the lock type is
OCFS_DLM_ENABLE_CACHE_LOCK, then the process sends a message to theyowidie
to flush its cache and then acquires the shared lock. If there is a
OCFS_DLM_EXCLUSIVE_LOCK then it will retry.

If a node wants to acquire an OCFS_DLM_ENABLE_CACHE_LOCK or
OCFS_DLM_EXCLUSIVE_LOCK then the reason for this lock should be gpdcifhe reason
could be any of create, delete, extend, rename, update, create directory, ciigdatale, release
master, change master, or release cache. If a node already has a fabkreiis no lock on that
resource it will ask for other nodes to vote, if it is either deletingmmaiming the resource.
Otherwise it will just acquire the lock. If another node owns a sharkddaod the reason is to
delete or rename, it will then send request all the nodes to vote. If Hoa i®@amething else, it
will send the message to owner to change the owner of the resource.

If another node has the OCFS_DLM_ENABLE_CACHE_LOCK then it will sendssaue to
break the lock or else it will wait until that node releases the Weiode will hold the lock in
exclusive mode only till it needs it, after that it will release lock.

2.3 OCFSJournaling and Recovery

Most of the time, this is how a process logs something, almost alwaysjithr
ocfs_create_maodify_file:

1. call ocfs_start_trans

2. do the action required of us, optionally logging stuff while we do it.

3. call ocfs_commit_trans if we succeeded, ocfs_abort_trans otherwise.

commit_trans and abort_trans actually replay the logfiles, so thegsramn't return from them
until the logfile has been read off disk and all records have been pracessed

Here is the general algorithm for how the two logs get processed: Conam#attion (example,
call ocfs_commit_trans):

1. Play back the cleanup log.

2. Truncate the recover log to zero.

Abort Transaction (example, call ocfs_abort_trans):
1. Play back the recover log.
2. Truncate the cleanup log to zero.

Node Recovery (example, call ocfs_recover_vol):
1. If both logs are empty we're done, otherwise:
2. If the recover log is empty
a. Play back the cleanup log.
3. Else the recover log is NOT empty



a. Play back the recover log.
b. Truncate the cleanup log to zero.

2.3.1 LogRecords

The two log record structs are in ocfstrans.h. They're both structs lihid (the transaction
id), and a log_type (the specific record type), which helps them to de&ewhich field in a
union to deal with. The union (called 'rec’) is where the two diverge. Eadhdiaown different
sets of structs in the union (some are the same between the two).

Recover logfile records are all sector sized (usually frorreeglot_size) and cleanup logfile
records are like 7k or something (sizeof(ocfs_cleanup_record)yaradigned (with
OCFS_ALIGN) to the sector size.
recover_log_rec_size = osh->sect_size;
cleanup_log_rec_size = (__u32) OCFS_ALIGN(sizeof(ocfs_cleanup_record),
osb->sect_size);

These seem to be the sorts of things that we do in fact, log. Theyatieeatsly values that
(ocfs_log_record/ocfs_cleanup_record)->log_type can take:

Below | will enumerate each possible log_type. | will note if it is unused by#rgy function
(as in, it'll be marked unused if nobody even logs that type). If we don't epeortiaat type in
ocfs_process_record than I'll mark that too. Otherwise if it's unused

we might actually have code to handle it though it's anybody’s guess whetlsuthabrks.
For reference, below each log_type | put the struct, which matches it ofif disyk). | have
removed padding bytes from the structs. Any associated constants aeft dlsre for
convenience.

* Note that the descriptions below are essentially a description oftladnabde in
ocfs_process_record does for each log_type.

2311 LOG_TYPE_DISK_ALLOC

#define DISK_ALLOC DIR_NODE 1
#define DISK_ALLOC EXTENT_NODE 2
#define DISK_ALLOC_VOLUME 3
typedef struct _ocfs_alloc_log
{

___u64 length;

__u64 file_off;

__u32type;

__u32 node_num;

ocfs_alloc_log;

2312 LOG_CLEANUP_LOCK



typedef struct _ocfs_lock update

{
___u64 orig_off;

___u64 new_off;

ocfs_lock_update;
#define LOCK_UPDATE_LOG_SIZE 450
typedef struct _ocfs_lock log

{

___u32 num_lock_upds;
ocfs_lock update lock_upd[LOCK_UPDATE_LOG_SIZE];

ocfs_lock_log;

2.3.1.3 LOG_TYPE_RECOVERY

ocfs_recover_vol writes one of these guys when it's recovering a node.thguotxles number
in node_num. This way if we die during ocfs_recover_vol we can recover thaagaitlewhen
we come back up, or more likely, whoever recovers *our* logs will also recovardtias logs.

1.

2.
3.

typedef struct _ocfs_recovery_log

{
}

ocfs_recovery_log;

Save a copy of osb->node_recovering to a temporary variable
call ocfs_recover_vol on node_num

Put osb->node_recovering back to what it was.

___u64 node_num;

2314 LOG_FREE_BITMAP

If you need to unset any bit(s) in any of the bitmaps (global, node specificd)wanria use this
type and look at ocfs_free_disk_bitmap.

#define DISK_ALLOC DIR_NODE 1
#define DISK_ALLOC EXTENT_NODE 2
#define DISK_ALLOC_ VOLUME 3
typedef struct _ocfs_free_bitmap
{

___u64 length;

__u64 file_off;

__u32 type;

__u32 node_num;

ocfs_free_bitmap;

#define FREE_LOG_SIZE 150
typedef struct _ocfs_free_log
{

___u32 num_free_upds; /* Number of free updates */
ocfs_free_bitmap free_bitmap[FREE_LOG_SIZE];



ocfs_free_log;

call ocfs_free_disk_bitmap on our record. This has the effect ofllgdnesing those bits from
the proper bitmap.

2315 LOG_UPDATE_EXTENT

Looks like if you were allocating a new extent for a file entry, you would stiekof these in
your recover log so that if you die, or the operation fails, it can al{bst tlearing out the actual

extents file_off, disk_off, num_bytes triplet). You will need to stickdme other records to free
allocated space and stuff though.

typedef struct _ocfs_free_extent_log
{
__u32index;
__u64 disk_off;
}
ocfs_free_extent_log;
read the extent group at disk_off
zero out file_off, num_bytes and disk_off of the extent at location index.
write the extent group back to disk.

whh ke

2316 LOG_DELETE_ENTRY

Deletes a file entry. Looks like you'd put this in your cleanup log if you were gimaalelete
on this file entry, the commit_trans will finish the work, or if you die, tleevery should...
typedef struct _ocfs_delete_log

{
___u64 node_num;
___u64 ent_del,
__u64 parent_dirnode_off;
__u32 flags;
}

ocfs_delete_log;

get the fe at ent_del

get the fe at parent_dirnode_off (call it lock_node)

look at the node_num, apparently for no reason.

call ocfs_del_file_entry on that fe, passing it the parent dir feslhs w

e A

2317 LOG_MARK_DELETE_ENTRY

Conditionally deletes a file entry? Does different things’ depending ditetieparameter below.
typedef struct _ocfs_delete_log

{

___u64 node_num;
___ub4 ent_del;
___u64 parent_dirnode_off;



__u32 flags;
}
ocfs_delete_log;
get the fe at ent_del
if flags has FLAG_RESET_VALID set, then set OCFS_SYNC_FLAG_VAliline fe-
>sync_flags, write that fe back out to disk and break.
3. ifaflag has OCFS_SYNC_ FLAG_VALID set, then break.
4. call ocfs_delete_file_entry, passing it the fe, the parent_dirnodendthe node_num.

N

2318 LOG_DELETE_NEW_ENTRY

Deletes the specified entry. Looks like you'd put one of these records iregowuer log if you
were creating a new file entry and wanted it removed in case of an abort.
typedef struct _ocfs_delete_log
{
___u64 node_num;
___ub4 ent_del;
___u64 parent_dirnode_off;
__u32 flags;

ocfs_delete_log;

get the fe at ent_del

get the fe at parent_dirnode_off (call it lock_node)

look at the node_num, apparently for no reason.

call ocfs_del_file_entry on that fe, passing it the parent dir fesths w

e AN s

2319 LOG TYPE_DIR_NODE

unused, though a tiny bit of code is in place:
typedef struct _ocfs_dir_log

{
___u64 orig_off;
___u64 saved_off;
___u64 length;
ocfs_dir_log;

1. call ocfs_recover_dir_node, passing orig_off and saved_off. This does nothinbassef
ocfs_recover_dir_node is an empty function.

2.4 OCFS Processes

OCFS Filesystem has implemented node communication and node monitoringssauice
with the regular filesystem services. The following diagramegian overview of the processes

involved in the node communications and gives an overview of how they intétfaeaoh other
in a clustered environment. OCFS has the following processes

1. OCFS client process



2. OCFS Node Monitoring Thread
3. OCFS Listener Thread
4. Kernel Task Queues

NODE NODE

_ OCFS
Listene Listene

OCFS| _—%

Listener threads schedules
ocfs_dlm_recv_msg (process
received message) to be execute
keventd kernel task

Keventd task invoke OCFS clients
that requested the vote
wake _up (voted_event)

NM threads initiates timer task
execute

ofs_worker  (write into newcfg
sector)



241 OCFSClient Processes

OCFS Client Processes are the user land processes thatessirgg objects to or from OCFS file
system. A user land processes executes a system call, which gédsetdanto OCFS call

through the VFS layer. When the volume is mounted on a directory, OCFS wil are® CFS
superblock and provides that to VFS. Superblock contains the inode of thereotdrgtiof that
volume and also contains pointers to “super” methods that OCFS has imf@dme

When the client process tries to access a file or directory on OCH8e/0UFS first builds the
complete path to that file or directory and resolves each directoynag alt basically invokes
the OCFS lookup method and passes it the inode of the parent directory and divetrfjiebr
directory it is looking for. OCFS then locates the file on the disk arldsbain inode structure and
passes it back to the VFS layer. The inode structure will now containnsdinti@ode methods
implemented by the OCFS. The procedure is repeated for each and esetigrglalong the way
to the actual file or directory.

OCFS has implemented methods that are defined by the VFS, which ared-égurecessing
OCFS filesystem. Any processes once entered into the kernel exabet@gFS code will stay
here until OCFS checks if there are any signals for this process andsifoea or done with the
requested job.

A process once entered into OCFS layer will have access to 2 OCFEstjlotres, Global
context and global ipc context structures that are created and initiglited@CFS load time.
Apart from this these process will have access to the OCFS inode, SDg&®lock structures
that are provided by VFS.

The entry point for the OCFS clients into the OCFS is code is through th8 @{®lemented
methods.

2.4.2 NodeMonitoring Thread

OCFS does node monitoring to monitor the nodes that mount a shared volume. It kkepfsitra

any nodes mount, unmount, hung or crash. When a new node mounts the volume, cfg_seq_num
counter is incremented. The other nodes that mounted the same volume wakiiEnthat a

new node has joined the cluster and updates their in memory structures. @ueis joined it

is then monitored if it is alive or dead. As long as the heartbeat couirterémented, the
corresponding node is considered alive. If 20 heartbeats are missed then thiscoodiElered to

be dead and the publish map is updated to reflect this.

If the network dlm is used, then a dismount message is broadcasted toiedl tiueles other

wise each node has to find the dismount, hung or crash on their own. Nodes won’t conemunicat
with each other to reconfig, they find this on their own. In version 1, OCFSutmesde

monitoring over the disk and is done by NM thread.



243 OCFSListener Thread

OCFS listener is started one per node when the first volume is mounted ordthat ewits
during the last volume’s dismount. The primary function of listener thredadagilitate the vote
requests over the network. During the first mount, the mount thread wik @edtinitialize send
and receive sockets and binds the receive socket to a user definetdfposbine reason the
listener thread couldn’t be started, the volume will still get mounted.

The job of the listener thread is just to listen on the socket for any nssages and then queue
the request in the task queue, which is executed by the keventd one atiadiesn’t send any
acknowledgements or initiate any vote requests. The protocol used is UDP.

The OCFS Listener code is defineddmfs_recv_thread in
ocfs2/Linux/ocfsipc.c , Which is started the mount process that is mounting the first
OCFS volume on that node

2.4.4 Kerned Task Queues

OCFS uses two kernel task queues; the timer queue to eretsitassert _lock_owned

and the schedule queue to exeadts_dim_recv_msg  function. The process that is
mounting the volume initiates triggers the timer queue to execute

ocfs_assert_lock _owned to continuously write to the newconfig sector. The schedule
function is executed once for every 10 jiffies for about 2000ms. This function is sethéaolul
execute only one time during the startup of the mount.

OCEFS listener thread listens on the sockets for any incoming votesteqDace the requests
arrives it schedulescfs_dim_recv_msg  function to be executed with the message that it
received as the input. The keventd thread later executes thiofuridtis function services the
incoming requests and then replies to the requesting nodes listendrahré@ sending socket
that is stored in the global OcfslpcCitxt structure.



3. OCFSImplementation

In Linux VFS layer is not cluster aware and hence OCFS had to design and im@eriganal
functionalities to implement a cluster ware filesystem. VFS detisgain methods, which it
calls as and when required. OCFS to be a cluster aware filesysgemghmented functions
required for clustering and also functions defined by VFS. OCFS has inmikadrtbe following
functionalities

1. OCFS Node Monitoring Thread

2. OCEFsS Listener Thread

3. OCFS DLM Methods

4. OCFS Journaling & Recovery

5. OCFS Module Operations

6. OCFS Super Operations

7. OCFS File Operations

8. OCFS Directory Operations

9. OCFS Inode Operations

10. OCFS Address Space Operations

OCFS Node Monitoring, Listener Thread, DLM methods are defined by OGF®eanest are
defined by VFS. Journaling & Recovery functions are not defined by OCFS, but deel fiee
any filesystem that wants to recover from system crashes. OCk8ptasented only metadata
recovery.

3.1 OCFSNodeMonitoring Thread

In OCFS, Node Monitoring Thread does the node monitoring. There is one NM thread per
volume per node. Multiple NM threads on a single node are independent otleaclicach NM
thread on a node monitors its own volume. It keeps track of any other node that mounted the
volume from being hung, crashed or unmounted. The NM threads doesn’t inform each other
when they have unmounted, each NM thread has to identify this on their own. However if
network DLM is used, unmount message is sent.

3.1.1 ocfs volume thread

ocfs_volume_thread is the main routine for the NM thread, which does thdbating, and
monitor the health of other nodes. The NM thread is a kernel thread amtieid btathe mount
process by calling kernel_thread as

kernel_thread (ocfs_volume_thread, osb,
CLONE_FS|CLONE_FILES|CLONE_SIGHAND )

The NM thread initializes to run as a daemon with  as its parent to make sure that things get
cleaned-up when the thread exits. It reads the publish sectors of all theinddg=slates it's own
publish sector with the heartbeat time and node information. It then waits for
OCFS_HEARTBEAT_INIT iterations (10) and wakes the mount processsthatiting for NM
thread to signal upon initializing.



Mount thread once started the NM thread, goes ahead and does some otheatioitihlifore it
waits for NM thread to complete initialization. Now this leaves roonNidrthread to initialize
and then signal mount thread before mount thread actually waited for NM thagddhdwing
this mount thread can wait indefinitely, so to avoid this mount thread cheaskram_init
value and see if NM thread has increased this counter to OCFS_HEARTHEEA and only
waits if its less.

NM thread loops indefinitely until the volume state is set to
OCFS_FLAG_SHUTDOWN_VOL_THREAD or

OCFS_OSB_FLAGS_ BEING_DISMOUNTED, which indicate that the volumeiirggbe
unmounted. NM thread sleeps for OCFS_NM_HEARTBEAT_TIME (500ms) and reads th
publish sectors of all the other nodes. It first writes its heartlmeatsnd compares the other
nodes heartbeat times. If the times are same, misscount countet faxdbas incremented and
if they are different, then new heartbeat time is saved and misscouterdgueset indicating
the node is alive. Once the misscount counter is reached to MISS_COWNUE20), then
the node is marked DEAD in it's publish map. It basically resets the poréig bit to zero in
osb->publ_map.

3.2 OCFSListener Thread

OCFS Listener Thread listens on the predefined port to listen for ingdatk requests. This
thread is created when the first OCFS volume is mounted, and stays ulatit tB&€FS volume
dismounts. There is only one listener thread per volume. Ocfs_recv_thitbachiain routine for
the listener thread

3.2.1 ocfs recv_thread

ocfs_recv_thread is the main routine for the OCFS listener threadsehiernel thread that gets
created by the mount thread. The mount thread first creates a send sdckdisener socket. It
binds the listener socket to the predefined port (default 7000) and th&ssdtezlistener thread
as

kernel_thread (ocfs_recv_thread, NULL,
CLONE_FS | CLONE_FILES | CLONE_SIG HAND);

The mount thread then initializes a completion structOdg|pcCtxt.complete ) on which
the unmount thread waits for this thread to exit. The unmount thread firsta&IGINT
interrupt before it waits for the thread to exit.

The ocfs_recv_thread code is simple, so that it could keep listening tewdmaing requests
without any delay. It first daemonizes itself and makés thread as its parent, to get a proper
cleanup after exit. It then enters an infinite loop, where it waits omtloening socket. Once a
request is received, it cabshedule_task  to queue a request fkeventd thread to execute
ocfs_dim_recv_msg . Once the request is scheduled it then goes back and listens on the
socket. If an interrupt is received before a message is receitvedetishread will exit.

At the time of exit, this thread will release the send and receivetspakel waits for all the
schedule requests to complete (chillsh_scheduled_tasks ) and then signals the
unmount thread that is waiting @cfslpcCtxt.complete



3.3 OCFSDLM Operations

3.3.1 ocfs acquire_lock

ocfs_acquire_lock is the main lock routine that is called to acthérkck on the disk. The
requesting lock type could be OCFS_DLM_SHARED LOCK or
OCFS_DLM_EXCLUSIVE_LOCK or OCFS_DLM_ENABLE_CACHE_LOCK. Itis t=d
before a resource is being accessed. The resource id on which therlemliested is specified as
the offset on the disk.

This routine first creates a in memory File Entry structure to steréle header information. It
then calls ocfs_find_update_res, which will try and locate if there igiating lock resource
structure in the memory.

OCFS stores the lockresource structures in LockRes slab cache@mnubattains a hashtable for
a quick search. This routine first looks in the hashtable; if found it magkesource that it is
interested in that resource (increments Ir_ref_cnt). If thametisne in the memory, then it a
lockres structure needs to be created. ocfs_allocate_lockrekedstoahllocate memory from
LockRes slab and then ocfs_init_lockres is called to basic initiializaf this structure.

ocfs_disk update_resource is called to read the resource from the digidatelthe newly
created lockres structure. Once the structure is updated, itynidl insert this lockres in the
HashTable. ocfs_insert_sector_node, first calculates a haskwaluben checks hangs to the end
of the appropriate bucket list.

Once the in memory structure is refreshed from the disk for that cesamaw the lock request
will be initiated. If the lock request is OCFS_DLM_SHARED_ LOCK (tloisktype is requested
from only one place, to find files on the disk) and there is no lock (OCFSDNE L OCK), or
this node owns the resource, then it is simply taken by setting locktype to
OCFS_DLM_SHARED_LOCK. Otherwise if the lock on this resource is
OCFS_DLM_ENABLE_CACHE_LOCK and is owned by some other node, then
ocfs_break_cache_lock is called to break the lock. Otherwise the locktythe resource is
updated, but the Ir_share_cnt is incremented to indicate the lockres is leindiuy read). The
OCFS_DLM_SHARED_LOCK is not reflected on the disk.

If the vote request is for OCFS_DLM_EXCLUSIVE_LOCK or
OCFS_DLM_ENABLE_CACHE_LOCK, then ocfs_try exclusive_lock is caltedet the
exclusive lock request on the disk.

3.3.2 ocfs break cache lock

If an node is trying to acquire a disk lock on a resource, and there is already a
OCFS_DLM_SHARED_LOCK lock acquired on that resource by other node, thentkiise is
called to break that lock.

It first tries to acquire a lock on the in memory locresource fordisatresource and prepares a
vote map to which it needs to send this message (basically only one noderdratyconastered
it). It then calls ocfs_send_dim_request_msg to send the vote request freason
FLAG_FILE_RELEASE_CACHE) over the network. Once the messagmts it waits for that
node to get back. If it timed out it returns an error or if the respesrtedry AGAIN, then it
sleeps for 500ms and then retry the request.



If the network voting timed out (network problems) then the request wilkbeover the disk. It
calls ocfs_request_vote, which first reads (ocfs_read_diskllexgdes publish sectors and see if
any node is requesting a vote. If so it waits and rechecks (Only ONE gatst&an happen on
disk at any given time). If not it will check the current highest secgi@umber and then
increments it by one (to indicate it's the latest request). It thetheevote to
FLAG_VOTE_NODE, and vote_type to the reason (FLAG_FILE_RELEASE_CAQHhkyote
is being requested. Once the vote request is written to the disk (nodes jgebliors), the node
calls ocfs_wait_for_vote to check for the vote responses. ocfs_wakotersleeps for
WAIT_FOR_VOTE_INCREMENT time and calls ocfs_get_vote_on_disk, wheels all the
nodes vote sectors and traverse the response. If the node we are retudstidghen the lock
needs to be recovered and retried.

If the node is alive, and has not yet voted, it will be rechecked. If the node hdsthetethe
largest seqg# is checked to make sure if the vote response is fayubetrinat the node just
initiated. If the vote response is FLAG_VOTE_NODE then it got the votéhendbte on disk
will be OCFS_DLM_NO_LOCK. If the vote response is FLAG_VOTE_UPDATETRY, then
it didn't get the vote and needs to retry the vote.

3.3.3 ocfs break_cache lock

ocfs_try exclusive_lock is called to acquire either a OCFS_DLMCIEER LOCK or
OCFS_DLM_EXCLUSIVE_LOCK on disk. This routine will get the lock typk fieader, file
disk offset, and the reason for this lock (FLAG_FILE_CREATE, FLAG_FEKTEND ...)
from the caller.

It will first acquire the lock on the lockres (in memory, basicallyuéiing a lock on the same
node to prevent other processes accessing the same resource). Thémabstiaxcture is
refreshed with the disk contents (basically the current mastitype). If the current node is the
master of this lockresource, and if the reason for the lock is not FLW& BELETE or
FLAG_FILE_RENAME then the current node takes the lock and updates therldbe disk. If
the reason is either delete or rename, then it needs to inform otherthatli¢ is going to
delete/rename the file. So it calls ocfs_get_x_for_del to send agedssall the nodes.

In ocfs_get x_for_del it'll make a list of live node to whom it should inform tlagul calls
ocfs_send_dIm_request_msg to send the message and get the response. Tththkeagnt
actually processes the responses (discussed below) and then inwke®#d. If for some
reason the network has a problem, then ocfs_request_vote is called tovnigatequest on
disk. ocfs_request_vote will make sure that no other node is requestiadhand initiates the
vote request on the disk.

ocfs_get x_for_del calls the ocfs_wait_for_vote to read and processpiomnses. In
ocfs_wait_for_vote, it sleeps for WAIT_FOR_VOTE_INCREMENT and tre=ds calls
ocfs_get_vote_on_disk to read and process the vote response of all themodes. |
ocfs_get vote_on_disk, it first reads all the nodes vote sectors, and poedssone. If the
response is FLAG_VOTE_NODE then it got the vote. If the response is
FLAG_VOTE_OIN_ALREADY_INUSE, then it didn't get the vote and henceals¢e retry the
vote request



If the reason was not delete or rename and the current node is the master, ldutyibe is
update and written on to the disk.

If this node is not the master of this resource, then check if the maghtes @source is alive. If
not alive, then it calls ocfs_recover_vol to recover the lock. Ihthster node is alive, then the
current node should be made the master. So, it prepares the vote map and sends=tiigegote
to all the live nodes. It then waits and process the vote responses. If anyteute v
FLAG_VOTE_NODE, and the reason for the request is FLAG_FILE_EXTEND or
FLAG_FILE_UPDATE, then it is checked if the responding node has the fite dpmpen then
oin_open_map is updated to keep track of nodes that have this file open. Ipthesess
FLAG_VOTE_OIN_ALREADY_INUSE or FLAG_VOTE_UPDATE_RETRY thengeest
needs to be retried. If the response is FLAG_VOTE_OIN_UPDATED then the abtlegote.
If the response is FLAG_VOTE_FILE_DEL, then the file no longer exist ancehamerror is
returned.

If the node got "OK" votes from all the nodes, the lock type along with thenturode as master
is reflected in the header of the file entry. If any node responded to REA&vote request is
reinitiated

3.34 ocfs acquire_lockres

This function will try to acquire the lock on the lock resource. It tadéadrement in_use field if
it's not already in_use. If it's in_use it will wait until it is madkunused or timeout

3.3.5 ocfs release lock

Once the lock is acquired and the work is done, then ocfs_release_lallkdda release the
lock. If the lock acquired was OCFS_DLM_SHARED_LOCK lock, then no changesmade
on the disk. It just resets lock_type to OCFS_DLM_NO_LOCK and decremesitsite_cnt to
indicate it is no longer using the resource.

If the lock acquired was OCFS_DLM_EXCLUSIVE_LOCK, and the reason was
FLAG_FILE_UPDATE_OIN or FLAG_FILE_DELETE, then a message
(locktype=OCFS_DLM_NO_LOCK) is sent to all the nodes to refresh taetle and then the
lock on the disk is reset to OCFS_DLM_NO_LOCK.

3.3.6 ocfs release lockres

This is called to release the lock on the in memory lock resourcerérdents in_use by 1 and
resets the thread_id (current process id) to zero if it's neetamgjng (in_use = 0) the lock
resource.

34 OCFSJournaling & Recovery

3.4.1 ocfs process record

This function actually processes the record and commits the triansassociated with it. Buffer
is a pointer to a record type. It can be called on a record of eitheiotyfisel¢g_record or
ocfs_cleanup_record ) as it figures out which one you're talking about by looking at the
'log_type' field in the records. Other than some variable declasatiia function is really just a



huge switch statement around tog ' type 'type field. The description of each log record in

section Il is what you want to look at, it describes vdtdis _process_record does in each
case.
3.4.2 ocfs recover_vol

1. make sure we're not already recovering this node and get the yelooker

2. reset the publish sector (using ocfs_reset_publish)

3. get the file_size of the nodes cleanup file and log file

4. if they're both 0, quit

5. set osb->node_recovering to node_num and our volume state (osb->vol_state) to
VOLUME_IN_RECOVERY. This way if we get called while recovering, wé @it
with error (see #1). There's a potential for this to happen because we call
ocfs_process_log, which in turn calls ocfs_process_record, which magscall

6. Grab the lock on the recover log file for the node which needs recovergr(thises
nobody else in the cluster process the recovery)

7. ok, here's an interesting one. Basically we check to see if we'reniaga@mneone elses
log (if node_num != osb->node_num) and if so, we note that in OUR own recover log so
that if we die, the next guy who recovers our log knows that he needs to recoxthiethe
log too. specifically we log the current transaction id, the node we wereergrg, and
that the operation was in fact, a LOG_TYPE_RECOVERY.

8. actually call into process_log() for the recover log now. It seerhghibawill abort any
transactions that were in the process of being done.

9. If process_log() returned LOG_CLEANUP in our log_type, call into procesfoidige
cleanup log.

10. cleanup. Complete the recovery of that node set and enables our volume o(ostatev
= VOL_ENABLED). Drop our recovery lock, and drop the lock on the recoveifileag

3.4.3 ocfs write_log

seems to be a function where the rubber meets the road if you know

what i mean. "type" is what type of log record to write (either LOG_RECOMER
LOG_CLEANUP) "log_rec" seems to be the actual log record with al¢cessary fields filled.
Writes the log_rec to the appropriate log.

1

2
3
4
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344

grab the nodes log lock (ocfs_down_sem(&(osb->log_lock), true))

calculate the size of the record (log_rec_size) and the fileidfilgd)

acquire a disk-lock on the log file

if the total allocated space for this file is less than tinesaot size plus the size of the
new record, allocate another megabyte for the file.

write the system file out to disk (ocfs_write_system_file)

extend the file by log_rec_size [why do we do this?]

drop both locks and cleanup

ocfs start_trans

looks like it just sets the osb->trans_in_progess flag and puts a new numéersicuor_trans_id
(it gets this from osb->vol_node_map.largest_seq_num)



345 ocfs_commit_trans

We get passed the osb, and the transaction id, which is passed in to ocfs_jwgces
Truncate this nodes recover log to zero.

1 Process all the records in this nodes cleanup log (call ocfs_pracess it)

2 Truncate this nodes cleanup log to zero. Shouldn't it already be zero, consigering w
just processed the records in it? In fact, isn't this racy as we no lwengea lock on the
cleanup log? ugh...

3  Cleanup. set osb->current_trans_id = -1, and set osb->trans_in_progetss. to f

3.4.6 ocfs abort_trans

We get passed the osb, and the transaction id, which is passed in to ocfs_jwgces
1 Process all the records in the recover log (call ocfs_process_Igg on it
2 Truncate this nodes recover log to zero. Same raciness as we semit tams?
3 Truncate this nodes cleanup log to zero.
4  Cleanup. set osb->current_trans_id = -1, and set osb->trans_in_proge¢ss. to f

3.4.7 ocfs process log

"type" is the type of log (LOG_RECOVER or LOG_CLEANUP) and under cedanditions
will be set to LOG_CLEANUP. trans_id is unused. really, it's not passed/tiiag or set or
checked. Essentially this function processes every record in tlie.ldigfou give it a
LOG_RECOVER type, it may set that to LOG_CLEANUP if the recoverdampty, probably
indicating that you need to do a recovery on that log too. ocfs_recover_vol isyttierartion
that actually checks the return val of 'type'

1 calculate the offset of the log file (log_file_id) and the sizeawh individual record
(log_rec_size). This is actually quite straightforward and easy.

2 theresultant log_rec_size is then aligned to PAGE_SIZE. Why this Igntalone in
one step is beyond me...

3 one or mallocing our own. At this point it looks like we're overloading the
ocfs_log_record variable and it could actually be an ocfs_cleanup_recardohly
hope that the prealloced one (if used) is always big enough...

4  Get the allocated size (alloc_size) and used size (file_size) ofstensfile
(ocfs_get_system_file_size())

5 Here's some interesting stuff. If the file size is zero, then do twasthing

if *type == LOG_RECOVER, set type = *type = LOG_CLEANUP.
quit (we're done).

6 Otherwise, the log file size is not zero and we continue.

7 Ifit's arecover log we're dealing with (log_type == LOG_RECOVER) the truncate
the size of the cleanup log file to zero, essentially clearing it.

8 Starting at the end of the file, take off the last record, cadl pcbcess_record on it,
and set the file size minus that records size. do this until thézidésszero (we've
processed all our records, yay!)

9 We're done, do cleanup and return.

3.4.8 ocfs reset_publish



read a nodes publish sector off the disk, set publish->dirty = publish->ymtklish->vote type
= 0, and write it back.

349 ocfs get system file size

given the system file id (see above to calculate this), getdetentry associated with it and
returns to you the file size and the allocated size (fe->file_size arallte size respectively).

3.4.10 ocfs extend_system file

Quite simply extends the system file with id Fileld to new size Fiee$izou don't have an
ocfs_file_entry to pass, just give it NULL and it'll allocate and ft'sewn local one.
Once all parameters are checked and a proper file entry is determinaldottithm is like so:

1 If the current allocated size is big enough to hold our new size (if FéleSite-
>alloc_size) then just set the file entry to the new sizeffe-size = FileSize)

2 otherwise, we find at least (FileSize - fe->alloc_size) biytea our bitmap with
ocfs_find_contiguous_space_from_bitmap (really it'll just grab an gxedluicate an
extent from that area (ocfs_allocate_extent) and update the filensizdlac size (fe-
>file_size, fe->alloc_size respectively).

3 write the new file entry to disk. there is some bWriteThru stuff hérghw don't
understand.

3.5 OCFSModule Operations

3.5.1 ocfs driver_entry

ocfs_driver_entry is the entry point for loading ocfs module. It callstergisysctl_table to create
three sysctl variables (debug_context debug_exclude debug_level) unggotheubsystem.
These are used for controlling OCFS debugging. It calls kmem_cache torédtialize memory
slabs (oin_cache, ofile_cache, lockres_cache, fileentry_cache)/prat#slabcache. It then
creates read-only entries (version, nodename, globalctxt) under the /fzoit/calls
register_filesystem and passes the ocfs_read_super structegisterrOCFS filesystem.

3.5.2 ocfs driver_exit

ocfs_driver_exit is the exit point for unloading OCFS module. It cleprikeimemory structures
created and initialized, cleans up the entries created under /prostsabsyd finally unregisters
the filesystem

3.6 OCFS Super Operations

3.6.1 ocfs read_super

ocfs_read_super is called during the mount of a OCFS volume. It readsuhe\header
structure and checks for the volume signature and other informatiomtifyidiee ocfs volume.
It calls ocfs_mount_volume to do more initialization and mount the volume. ocfs_molumhev
checks if any other node has already mounted this volume in Exclusive modi wifllserror
out. It calls ocfs_initialize_osb to read the publish sector and updatesméstamp. In



ocfs_initialize_osb, it creates various semaphores initializesistiuses, volume layout
structure and then calls ocfs_get_config to get the config sectorsgetfsonfig calls
ocfs_chk_update_config to read the config header sectors and also the dissomfidesectors
and check if there is an available slot that can be used. If this nobdedrasounted before and
has a slot, then that will be taken.

ocfs_get_config later calls ocfs_add_node_to_config as since it fouod tois could be

happening on another node too. So ocfs_add_node_to_config it will update the disk node config
sector and calls ocfs_config_with_disk _lock. ocfs_config_with_disk_laltkirnst read the new

node config sector and checks if any other node is owning the lock. If no other noadénig the

lock then it will just try to acquire the lock. So it writes the lock i@ mew config structure,

sleeps for a while and re-reads. If its contents are not overwthigmit got the lock, so it calls
add_timer, which starts a timer thread, which executes ocfs_assert_lock _owréd the lock
continuously to the disk until the OCFS_VOLCFG_LOCK_ITERATE jiffidgshe lock was

already taken then it sleeps for a while and retries until it getedch.

Now that it got a node number, ocfs_mount_volume checks if the volume has been mounted
before, if not then it complains if the node number is not zero. It thea gtarNM thread and
also starts the OCFS Listener thread if this is the first O@k8ne to be mounted on this node.
It calls ocfs_vol_member_reconfig to join or form the cluster.

In ocfs_vol_member_reconfig it calls ocfs_nm_heart_beat to write thtbbatinto it's publish
sectors. It then calls ocfs_create_root_oin to either create the mectody ( if this is the first
time the volume is mounted ) and/or create the ocfs inode for this roctbdyre
ocfs_wait_for_disk_lock release checks if any other node has acquiledklom the volume, if
so it waits until the lock is released or time out (10000ms). Once thésloeleased it calls
ocfs_acquire_lock to acquire OCFS_DLM_EXCLUSIVE_LOCK lock on offset
OCFS_VOLUME_LOCK_OFFSET (volume header) for FLAG_FILE_CREATER$m). Once
the lock is acquired, it reads the volume disk header and releasesktHetloen calls
ocfs_create_root_dir_node to create the root directory.

In ocfs_create_root_dir_node it calls ocfs_acquire_lock to acquire
OCFS_DLM_EXCLUSIVE_LOCK on volume header. It then calls
ocfs_find_contiguous_space_from_bitmap to find the contiguous space of size
ONE_MEGA_BYTE or cluster_size in the global bitmap. Once the space is fowatlsi
ocfs_allocate_file_entry to create a File Entry for this roaatdory. It then calls
ocfs_init_system_file (8 times) to create 8 system file headeatsr calls
ocfs_alloc_node_block to allocate the root directory node.

In ocfs_alloc_node_block it acquires the lock on the DirAlloc systemdiléhfs node. It then
allocates some space for this file and allocates a block (root disim®efor the root directory. It
then initializes the root dirnode structure and calls ocfs_write_dir_tooagte the root directory
node. It then updates the volume header with the offset to this root directory node

Once the root directory is created and the volume header is updatedaisehe publish sector
and calls ocfs_recover_vol if the publish sector is marked dirty duringshenount

3.6.2 ocfs statfs



ocfs_statfs is called when the VFS needs to get filesystemisgatighis is called with the kernel
lock held. It reads the ocfs bitmap lock sector, which has the number of hisekis It then fills
the statfs structure with appropriate values and returns.

3.6.3 ocfs put_inode

ocfs_put_inode is called when the VFS inode is removed from the inode daydts.the ocfs
inode from the VFS inode and destroys the extent map.

3.6.4 ocfs clear_inode

ocfs_clear_inode is called when the VFS clears the inode. If the inoder@othieode, then it
calls the ocfs_dismount_volume to dismount the volume. It checks for thécoéilged for every
open file) and calls ocfs_release_ofile to release the memorytatidca ofile. It then calls
ocfs_extent_map_destroy to clear the extent map and clears the ocfs inoelm@vesrthe
memory from oin cache.

3.6.5 ocfs read inode2

ocfs_read_inode2 method is called to read a specific inode from the mountedditesyhe
"i_ino" member in the "struct inode" will be initialized by the VFSrtdicate which inode to
read. It initializes the rest of the inode structure. It updates tke iah the pointers to the
OCFS file operation methods, inode operation methods, directory operation methemidirtpp
on whether the inode is for file or directory or a link.

3.6.6 ocfs put_super

ocfs_put_super is called when the VFS wishes to free the superblosk.dalls fsync_no_super
to sync all the buffers for this device.

3.7 OCFSFileOperations

3.7.1 ocfs file read

It calls ocfs_verify_update_oin to search the oin cache for a volume forraft@reme. It reads
the file header, validates the inode and updates the inode structurd/@ th@ormal (not
O_DIRECT) then the vfs generic_file_write is called to write thes lthrough the page cache. It
the 1/0 submitted is direct I/O then it calls ocfs_rw_direct, whicls caifs_get_block2, which
looks up the existing mapping of VBO to LBO for a file. The information it @sds either

stored in the extent map field of the oin or is stored in the allocat®arfdl needs to be retrieved,
decoded and updated in the extent map. It traverses the extentmaps of a fiéeligoottblocks
that has to be read and calls brw_kiovec to do the 10. It calls multiple brvecki®pending on
how distributed the blocks of the file are.

3.7.2 ocfs file write

ocfs_file_write is called to write into a file. The write could bedplace the existing contents or
to append the file. If the contents need to be added, the OCFS firgiafallsreate_modify_file



to extend the file. It then calls ocfs_rw_direct to direct 10 watéhe file or calls
generic_file_write to do 10s through pagecache.

3.7.3 ocfs sync file

ocfs_sync _file calls the generic inode sync method (fsync_inode_buffers)

3.7.4 ocfs flush

ocfs_flush calls the generic fsync_inode_buffers method

3.7.5 ocfs file release

ocfs_file_release is called to close the file. If it's a dirgaitgust calls ocfs_release_ofile to
release the cache allocated for ofile. If it's a file then isaalfs_release_ofile to release the ofile,
decrements the file_open_cnt. It calls ocfs_release_cached_oin te tbleain if there are no
ofiles for this file.

3.7.6 ocfs file_open

ocfs_file_open calls ocfs_create_or_open_file which gets the inotde patent, allocates
memory to hold file header and calls ocfs_find_files_on_disk to find tlemdile in the dirnode
structure. Once the file is found, it calls ocfs_create_oin_fronmy emallocate oin structure and
update the oin.

If the file is already open then it will check if the open options conflith tie existing options
(like if already opened in O_DIRECT). It will then call ocfs_allocatdedf allocate a new ofile
structure and updates that structure.

3.8 OCFSDirectory Operations

3.8.1 ocfs readdir

ocfs_readdir is called by VFS when it needs to read the directory contesats |
ocfs_allocate_ofile to allocate ofile structure and calls ocfd_files_on_disk to find the
directory’s fileentry in the parent dirnode structure and the upttzedirent.

3.9 OCFSInode Operations

3.9.1 ocfs create

called by the open(2) and creat(2) system calls. The dentry we get shobéy@aatn inode (i.e. it
should be a negative dentry). It calls ocfs_create_or_open_file to operethtietfien calls
new_inode to allocate VFS inode and calls ocfs_populate_reads the file fieddgdate the
inode structure.

3.9.2 ocfs lookup



ocfs_lookup is called when the VFS needs to lookup an inode in a parent girktdtmt gets

the inode offset of the parent directory, and calls ocfs_find_files_on_distikdor the filename
in the dirnode structure. If the file is found then it calls ocfs_find_inodget the inode and calls
ocfs_populate_inode

3.9.3 ocfs_mkdir

calls ocfs_mknod

3.9.4 ocfs mknod

ocfs_mknod is called by the mknod(2) system call to create a devicelfldw) inode or a
named pipe (FIFO) or socket. ocfs_mknod calls ocfs_create_or_open_filat®ttrefile.
ocfs_create_or_open_file it creates the file header, initializewlitalls ocfs_create_modify_file
to create the direntry. It then calls ocfs_find_files_on_disk to creatdentry and calls
ocfs_create_new_oin to create the inode. The inode gets initialipedsi_initialize_oin and later
updated.

3.95 ocfs rename

ocfs_rename calls ocfs_set _rename_information, which refreshes dleeoiniie old file checks
for the file name on the disk. If the source and the target direstare different, then if the new
file is found in the target directory then it is deleted (ocfs_de). fif the new file is found then
the oin is deleted (ocfs_release_cached_oin). Old FE is read (@cfsfile_entry) and is deleted
(ocfs_del_file) and the new file entry is created (ocfs_cre#t@. Tihis delete and create is done
as a single transaction so that it can be recovered incase of failure.

If the source and the target directories are same, then oclisigeifila is called which reads the
fileentry and renames the filename and writes back to the disk.

3.9.6 ocfs setattr

ocfs_setattr is called to set the attributes (file size, crizage inodify time, uid change, gid
change ... ) of the file or directory. The inode is built if it already doexist in the memory.

3.9.7 ocfs_getattr

This is called to read the file attributes. ocfs_verify update saialled to refresh the inode
contents of the file or directory.

3.10 OCFSAddress Space Operations

3.10.1 ocfs readpage

ocfs_readpage calls the generic block_read_full_page method



3.10.2 ocfs writepage

ocfs_writepage calls the generic block_write_full_page method

3.10.3 ocfs prepare write

ocfs_prepare_write calls the generic block_prepare_write method

3.10.4 ocfs_commit_write

ocfs_commit_write calls the generic generic_commit_write method



4. OCFSDATA STRUCTURES

4.1 ocfs vol_disk_hdr

This is structure of the volume header that is stored in the fowirssf the volume. This strucure
is partially initialized during the format and partially during thstfiount of the volume.

typedef struct _ocfs_vol_disk_hdr
{
___u32 minor_version;
___u32 major_version;
__u8 signature[MAX_VOL_SIGNATURE_LEN];
__u8 mount_pointfMAX_MOUNT_POINT_LEN];
___u64 serial_num;;
___u64 device_size;
___u64 start_off;
___u64 bitmap_off;
___u64 publ_off;
___u64 vote_off;
__Uu64 root_bitmap_off;
___ub4 data_start_off;
__u64 root_bitmap_size;
___u64 root_off;
__ub4 root_size;
___Uub4 cluster_size
___u64 num_nodes;
___u64 num_clusters;
__u64 dir_node_size;
___u64 file_node_size;
___u64 internal_off
___u64 node_cfg_off
__u64 node_cfg_size
__u64 new_cfg_off;
__u32 prot_bits;
_u32 uid;
__u32 gid,;
_ 832 excl_mount

ocfs_vol_disk_hdr;

minor_version — minor version (2)

major_version — major version (1)

signature - “OracleCFS”

mount_point  — this stores the mountpoint specified during the format. It can be

ignored as it doesn't restrict the user from specifiying a different
mountpoint. Currently this value is only used by ocfstool to get the



default mountpoint if the user didn't specify a mountpoint. This is
NOT USED by mount command

serial_num - UNUSED (always 0)

device_size - size of the device/volume in bytes

start_off - UNUSED (always 0)

bitmap_off — disk offset to the Global bitmap

publ_off - disk offset to the first publish sector

vote off - disk offset to the first vote sector

root_bitmap_off - UNUSED (always 0)

data_start off - disk offset to the starting of the data segment

root_bitmap_size — UNUSED (always 0)

root_off - disk offset to the ocfs root dirnode (root directory)

root_size - UNUSED (always 0)

cluster_size - cluster size SELECT4096, 8192, 16384, 32768,
65536, 131072, 262144, 524288, 1048576)

num_nodes - max # of nodes that can mount this volume, i.e., 32

num_clusters — total number of blocks or clusters on the devi@gevice size
— data_start_off)/cluster_size

dir_node_size - UNUSED (always 0)

file_node_size - UNUSED (always 0)

internal_off - disk offset to the data segment (same as data_start_off)

node_ cfg_off - offset to the first node config sector

node_cfg_size - size of the node config sector

new_cfg_off - this is the pointer to the node_cfg_hdr that is stored just before the
publish sectors

prot_bits - Protection bits for user/group/others

uid - user id specified during the format of the volume

gid — group id specfied during the format of the volume

excl_mount - either contains —1 (not exclusively mounted by anyone) or the

number of the node indicating that that node has mounted this
volume exclusively. Once a node has mounted it exclusively, then
othernodes trying to mount it would fail

4.2 ocfs vol _|label

This is the structure that is stored in the second sector of theexdliucontians the volume label
information

typedef struct _ocfs_vol_label

{
ocfs_disk_lock disk_lock;
__u8label[MAX_VOL_LABEL_LEN];
__ulé label_len;
__u8vol_id[IMAX_VOL_ID_LENGTH];
__ulévol_id_len;
__u8 cluster_name[MAX_CLUSTER_NAME_LEN];
__ulé cluster_name_len;

ocfs_vol_label,



disk_lock — disk structure used to synchronize access to the volume label disk
structure

label — Volume label specified during the format

label _len - length of the volume

vol_id - randomly generated id during the format of the volume
vol_id_len - length of the vol_id

cluster_name — UNUSED

cluster_name_len — UNUSED

4.3 ocfs disk_lock
This is the lock structure that is used to agcuire a lock on any distusérctihe protocol is UDP

typedef struct _ocfs_disk_lock
{
___Uu32 curr_master;
__u8file_lock;
___ub4 last_write_time;
___ub4 last_read_time;
___u32 writer_node_num;
__u32reader_node_num;
___u64 oin_node_map;
__u64 dlock_seq_num;

ocfs_disk_lock;

curr_master - current node# that is owning the lock

file_lock - lock types (refer below)

last_write_time — Last time this lock is written

last_read_time — Last time this lock is read

writer_node_num — The node that has update the lock

reader_node_num — The node that has read the lock

oin_node_map - This is a 64bit number, but in this version only 32 bits are used. Each

bit stands for node and that bit would be set if this node has some
interest on this lock. This is how any other node knows if any other
node was using this resource and needs some (recovery)

dlock_seq_num - UNUSED
Lock Types
#define OCFS_DLM_NO_LOCK (0x0)

#define OCFS_DLM_SHARED_LOCK (0x1)
#define OCFS_DLM_EXCLUSIVE_LOCK  (0x2)
#define OCFS_DLM_ENABLE_CACHE_LOCK (0x8)

4.4 ocfs bitmap_lock



This is the lock structure that is stored in 3 sector in the OCFS Hladkr This structure is
used to synchronize access to the Global bitmap. Any node that wants tteajmsae from
Global bitmap needs to acquire this lock.

typedef struct _ocfs_bitmap_lock

ocfs_disk_lock disk_lock;
__u32 used_hits;
}
OCFS_GCC_ATTR_PACKALGN

ocfs_bitmap_lock;

disk_lock — lock that should be acquired before modifying the global bitmap

used_bits — This keeps track of number of bits that are under use in Global Bitmap.
Everytime a bit is used this value is incremented and everytimesa bit i
released, this value is decremented.

45 ocfs node _config_hdr

This disk structure stores the header information of the node coniftgurahis is stored in the
first sector of node config sectors and also a copy at the endof the nfideseotors. The sector
that is stored at the end of the nodeconfig sector (which is also just trefgreblish sector) is
read by each nodes NM thread whenever it reads the publish sectors.

typedef struct _ocfs_node_config_hdr

ocfs_disk_lock disk_lock;
char signature[NODE_CONFIG_SIGN_LEN];
__u32 version;
__u32 num_nodes;
__u32 last_node;
__u64 cfg_seq_num;
}
OCFS_GCC_ATTR_PACKALGN
ocfs_node_config_hdr;

disk_lock - disk lock to synchronize access to this block
signature - "NODECFG"
version - This value is used to identify if any changes are made to the s&urctu
future
num_nodes —  number of nodes that are currently configured. This value gets incremente

when a new node joins the cluster. Currently there is no way of know if a
node has permanently left the cluster, so this value is not decremented.
last node - UNUSED
cfg_seq_num —  An increase in seqg# indicates that there is a change in the node corfigurati

4.6 ocfs disk_node config_info



This is the disk structure that contains the node specific node catiiguinformation. Each
node is allocated a slot/sector from the node config sectors. The nodeitgiherabove
structure into it's own sector

typedef struct _ocfs_disk_node_config_info

{

ocfs_disk_lock disk_lock;

char node_name[MAX_NODE_NAME_LENGTH + 1];
ocfs_guid guid;

ocfs_ipc_config_info ipc_config;

ocfs_disk_node_config_info;

disk lock - (why do we need this)

node name - node_name

ocfs_guid guid — guid

ipc_config - ipc configuration used for communicating over network

4.7 default portid
#define OCFS_IPC_DEFAULT_PORT 7000
4.8 ocfs ipc_config_info

typedef struct _ocfs_ipc_config_info

{
___u8type;
char ip_addr[MAX_IP_ADDR_LEN + 1];
__u32ip_port;
char ip_mask[MAX_IP_ADDR_LEN + 1];
}

ocfs_ipc_config_info;

4.9 ocfs publish

This is the structure that is stored in the publish sectors on disk. Edelowas a publish sector
at the startup time and only the processes and nm thread (for every 500mshodelaan write
into it's sector. But the nm thread on each node can/will read othes pallésh sectors to
determine the health of the other nodes as well as if they are requestivmein case of Disk
DLM.

Access to this structure is synchronizecobip->publish_lock lock semaphore within the
node.

typedef struct _ocfs_publish
{
___ub4 time;
__s32 vote;
bool dirty;
__u32vote_type;



___u64 vote_map;

___u64 publ_seq_num;

__ub4 dir_ent;

__u8 hbm[OCFS_MAXIMUM_NODES];
___u64 comm_seq_num;

}

OCFS_GCC_ATTR_PACKALGN

ocfs_publish;

time - is the counter which is written by the nm thread. This needs to be changing
as long as the node is alive.

vote - this is the vote response

dirty - Set to true when we are requesting the vote

vote type - This is the type of vote that we are interested in

vote_map — this is used to reflect the nodes that we are interested in to vote.
publ_seq_num —  This is incremented whenever there is an interest in vote.

dir ent - this contains the diskoffset (lock_id) of the resource that we aegted
in for the vote.

hbm - This is where we store the heartbeats of the nodes

comm_seq_num —

49.1 Vote

#define FLAG_VOTE_NODE 0x1

#define FLAG_VOTE_OIN_UPDATED  0x2
#define FLAG_VOTE_OIN_ALREADY_INUSE Ox4
#define FLAG_VOTE_UPDATE_RETRY  0x8
#define FLAG_VOTE_FILE_DEL 0x10

492 Vote_types

#define FLAG_FILE_CREATE 0ox1

#define FLAG_FILE_EXTEND 0x2

#define FLAG_FILE_DELETE 0x4

#define FLAG_FILE_RENAME 0x8

#define FLAG_FILE_UPDATE 0x10

#define FLAG_FILE_CREATE_DIR  0x40

#define FLAG_FILE_UPDATE_OIN  0x80

#define FLAG_FILE_RELEASE_MASTER 0x100

#define FLAG_CHANGE_MASTER 0x400

#define FLAG_ADD_OIN_MAP 0x800

#define FLAG_DIR 0x1000

#define FLAG_DEL_NAME 0x20000

#define FLAG_RESET_VALID 0x40000

#define FLAG_FILE_RELEASE_CACHE 0x400000

#define FLAG_FILE_CREATE_CDSL 0x800000 - UNUSE D
#define FLAG_FILE_DELETE_CDSL 0x1000000 - UNUSE D
#define FLAG_FILE_CHANGE_TO_CDSL 0x4000000 - UNUSE D
#define FLAG_FILE_TRUNCATE 0x8000000



4.10 ocfs vote

This is the structure that is written to the vote sectors. Eadhowds a vote sector on the disk
and only it can write into that sector. This is written always in regpfansa vote request. The
node that requested the vote will read all the other nodes vote sectarsafyz# their vote
responses.

typedef struct _ocfs_vote

{
__u8 vote[OCFS_MAXIMUM_NODES];

__u6b4 vote_seq_num;
__u64 dir_ent;
__u8 open_handle;

}
OCFS_GCC_ATTR_PACKALGN

ocfs_vote;

vote - used to put our vote

vote_seq_num —  thisis the publ_seq_num for which we are responding

dir ent - this is the offset (lock_id) of the resource for which we are voting.
open_handle — to indicate if we have the inode open

4.11 ocfs dir_node

ocfs_dir_node is the structure to hold the information about the directoresdEactory has
one corresponding ocfs_dir_node structure created and is stored in it's parfentir _node

structure. The size of this structure is 128Kb and can hold upto 254 ¢filgies dir entries).

When the directory grows beyond 254 entries then another ocfs_dir_nodeasd eme@dink is
created between these two.

Any node that is modifying the metadata info needs to acquire a lock on thidinafi®de
offset.

typedef struct _ocfs_dir_node

{
ocfs_disk_lock disk_lock;
___u8 signaturel8];
__u64 alloc_file_off;
__u32 alloc_node;
___u64 free_node_ptr;
___u64 node_disk_off;
__s64 next_node_ptr;
__S64 indx_node_ptr;
__sb4 next_del_ent_node;
__sb4 head_del_ent_node;
__u8first_del;
__u8 num_del;
___u8 num_ents;
__u8 depth;
___u8 num_ent_used;



__u8dir_node_flags;
__u8sync_flags;
__u8index[256];
__u8index_dirty;
__u8 bad_off;
__u8reserved[127];
__u8file_ent[1];

}
OCFS_GCC_ATTR_PACKALGN

ocfs_dir_node;

disk_lock -
signature -
alloc_file_off —
alloc_node -
free_node ptr -
node_disk off -
next_node ptr —

indx_node_ptr -
next_del_ent_node —
head_del_ent _node —
first_del -

num_del -
FE slot is reused
num_ents -
accommodate.
Depth -
num_ent_used -
dir_node_flags -
sync_flags -
index[256] —
index_dirty -

bad_off -
reserved -
file_ent -

4.12 dir_node flags

holds the information about the node that is locking

used for sanity checking. Stores "DIRNV20" in it.

contains the offset value within the directory system file.

node that created the directory

contains the offset of the last ocfs_dir_node

disk offset for the dirnode

pointer to next ocfs_dir_entry for this directory (incase we had
created more than 254 files/directories)

UNUSED

Currently UNUSED

points to the

pointer to the index that was recently deleted. This is how we track
the deleted FEs. When a FE is deleted, first_del will point to the
deleted FE, now if another FE is deleted then we point to the newly
deleted FE and that FE will point to the previously deleted FE.
gets incremented when a file is deleted and decrements when that

Total #of entries(file/directory) that this structure can

UNUSED

# of entries that are currently being used

(this is always set DIR_NODE_FLAG_ROOT)

UNUSED

stores sorted offsets to the files or directories within this directory
When a new file is added then the above index is sorted based on
the name. But if a file is renamed, then we simply set this to TRUE
indicating that we need to sort the index

contains the offset to the file that got renamed

#define DIR_NODE_FLAG_ROOT ox1



4.13 ocfs file_entry

ocfs_file_entry is created for each file that is created. Thisctire contains the information
about the file and is stored in ocfs_dir_node structure of the diragtdgr which this file has
got created. Any node that wants to access a file should get a lock ale{shot@ild a node get a
lock for accessing the data).

typedef struct _ocfs_file_entry
{
ocfs_disk _lock disk_lock;
__u8 signaturel8];
bool local_ext;
__u8 next_free_ext;
__ S8 next_del,
__s32 granularity;
__u8 filename[OCFS_MAX_FILENAME_LENGTH];
__ulé6 filename_len;
__ub4 file_size;
___u64 alloc_size;
___Ub4 create_time;
___u64 modify_time;
ocfs_alloc_ext extents]OCFS_MAX_FILE_ENTRY_ EXTENTS]
___u64 dir_node_ptr;
___u64 this_sector;
___u64 last_ext_ptr;
__u32 sync_flags;
__u32link_cnt;
_u32 attribs;
__u32 prot_bits;
_u32 uid;
__u32 gid,;
__ul6 dev_major;
__ulé dev_minor;
[* 32-bit: sizeof(fe) = 484 bytes */
[* 64-bit: sizeof(fe) = 488 bytes */

ocfs_file_entry;

disk lock - If a file is locked, then this is where the lock info is stored

signature[8] - It stores "FIL" to identify that this is a FE

local_ext - When this is true we are still using local_extents

next_free_ext — This is used in combination with granularity and local_ext to find which
would be the next ext that should be created when extending the file.

next_del - This value is set when a file is deleted. If this is the firstifildhe

ocfs_dir_node to be deleted then this will be set to —1 if not it will point
to the slot of the previous FE of the file that was deleted before us.

granularity - this is to indicate the level of extents
file_size - This contains the actual size of the file in bytes
alloc_size - space allocation is always in terms of extents, so this will ireltoadv

much space is reserved/used for this file



create_time - currently this value can be ignored

modify_time - time when the last modification happened to the metadata of the file

extents - It contians the pointers to either the data extents or to the extent groups
depeneding on the granularity

dir_node ptr — If points to the dirnode that is holding us (parent directory)

this_sector — It's the physical offset at which this FE is stored

last_ext ptr - this is the pointer to the last extent

sync_flags - indicates the status of the file

link_cnt - UNUSED

attribs - to indicate the filetype (see below)

prot_bits - user/group/other permissions on the file

uid — user id owning the file

gid — group id owning the file

dev_major - major # of the device on which the file is created

dev_minor — minor # of the device on which the file is created

sync_flags

/*

** File Entry contains this information

*/

#define OCFS_SYNC_FLAG_DELETED (0)

#define OCFS_SYNC_FLAG_VALID (Ox1)

#define OCFS_SYNC_FLAG_CHANGE (0x2)

#define OCFS_SYNC_FLAG_MARK_FOR_DELETION (0x4)
#define OCFS_SYNC_FLAG_NAME_DELETED  (0x8)

attribs

#define OCFS_ATTRIB_DIRECTORY (0x1)
#define OCFS_ATTRIB_FILE_CDSL (0x8)
#define OCFS_ATTRIB_CHAR (0x10)
#define OCFS_ATTRIB_BLOCK (0x20)
#define OCFS_ATTRIB_REG (0x40)
#define OCFS_ATTRIB_FIFO (0x80)
#define OCFS_ATTRIB_SYMLINK (0x100)
#define OCFS_ATTRIB_SOCKET (0x200)

4.14 ocfs extent_group

When a file needs additional space an extent is allocated. If the etloeat extent is not
adjacent to the existing extents, then we need to add an entry into the [EEtrBatly FE can
hold only upto 3 extents, so if we are trying allocate more than that themxitefist_group
comes into picture.

This structure can hold pointers upto to 18 extents and the extent entrie§iliepoint to
this extent group. The space for ocfs_extent_group is accounted in a spet@al files called
OCFS_FILE_FILE_ALLOC and OCFS_FILE_FILE_ALLOC_BITMAP. The sizelu# t
ocfs_extent_group would be ~512bytes

typedef struct _ocfs_extent_group



__u8 signaturel8];

_ 832 next_free_ext;
_u32 curr_sect;
___u32 max_sects;
_u32 type;

__s32 granularity;
__u32 alloc_node;
___u64 this_ext;
___U64 next_data_ext;
___u64 alloc_file_off;
___ub4 last_ext_ptr;
__u64 up_hdr_node_ptr;

ocfs_alloc_ext extents]OCFS_MAX_DATA_EXTENT S];

}

ocfs_extent_group;

Signature - contains "EXTHDR2"

next_free_ext - # of the next free extent

curr_sect — (logica/physical)offset to our extent groupretruct

max_sects -

type - This is to indicate if the extent is pointing to the data blocks
or to the next level extents.

granularity -

alloc_node - node that allocated the extent group, this way we can track
back which system file is accounting the space allocated
for storing the ocfs_extent_group structure.

this_ext - disk offset to this extent block

next_data ext - disk offset of another extent map at the same level allocated

for the same file.

alloc_file_off - disk offset into the system file from where we got the space.
Used in combination with alloc_node

last_ext_ptr - UNUSED

up_hdr_node_ptr - offset to the parent Extent block or FE

ocfs_alloc_ext extents — contains info about the extents

4.15 Ocfs_global_ctxt

Ocfs Global context is an inmemory structure created during the insmioel @ffs module. This
is a global structure and there is only one structure per node. This strcabt@ins pointers to
the global ocfs caches (oin, ofile, fe, and lockres). It also keeps tratikiod OCFS superblocks
that are created for each ocfs volume that is mounted.

typedef struct _ocfs_global_ctxt
{
ocfs_obj_id obj_id;
ocfs_sem res;
struct list_head osb_next;
kmem_cache_t *oin_cache;



kmem_cache_t *ofile_cache;
kmem_cache_t *fe_cache;
kmem_cache_t *lockres_cache;
__u32flags;

__u32 pref_node_num;
ocfs_guid guid;

char *node_name;

char *cluster_name;
ocfs_comm_info comm_info;
bool comm_info_read;
wait_queue_head_t flush_event;
___u8 hbm;

spinlock_t comm_seq_lock;
___u64 comm_seq_num;

#ifdef OCFS_LINUX_MEM_DEBUG

struct list_head item_list;

#endif

atomic_t cnt_lockres

ocfs_global_ctxt;

obj_id - unique id
res
osb_next - list that keeps track of osbs

oin_cache - kernel cache that is created to store oins
ofile_cache - kernel cache for storing the files (for every file that is opercreate a

— used to synchronize access to this structure

ofile structure)

fe_cache - cache for allocate FEs
lockres_cache — cache for allocating lockres
- flags to indicate the state of Global structure initialization

pref node_num — prefered node number (specified in the ocfs.conf)

flags

node name - node name

cluster_name - UNUSED

comm_info - used to store ipc info for this node
comm_info_read - UNUSED

flush_event - UNUSED

hbm - UNUSED

comm_seq_lock -

4.16 Ocfs_super

A mounted volume is represented using this structure. This structueated one of each
volume mounted on that node. Ocfs_global_context structure will maintiaiked list which
contains these structures. If a resource on a particular volume iseactiess it will be through

this structure.

struct _ocfs_super

Synchronizes access to comm_seq_num
comm_seq_num -  Thisis incremented everytime a dlm message is sent
cnt_lockres - counter that keeps track of lockresources



ocfs_obj_id obj_id;

ocfs_sem osb_res;

struct list_head osb_next;

__u32 osb _id;

struct completion complete;

struct task_struct *dim_task;

__u32 osb_flags;

__s64 file_open_cnt;

___u64 publ_map;

HASHTABLE root_sect_node;

struct list_head cache_lock _list;

struct super_block *sb;

ocfs_inode *oin_root_dir;

ocfs_vol_layout vol_layout;

ocfs_vol_node_map vol_node_map;

ocfs_node_config_info

*node_cfg_info[OCFS_MAXIMUM_N ODES];

__u64 cfg_seq_num;

bool cfg_initialized;

__u32 num_cfg_nodes;

__u32 node_num;

bool reclaim_id;

___u8 hbm;

__u32 hbt;

___u64 log_disk_off;

__u64 log_meta_disk_off;

__u64 log_file_size;

__u32 sect_size;

bool needs_flush;

bool commit_cache_exec;

ocfs_sem map_lock;

ocfs_extent_map metadata _map;

ocfs_extent_map trans_map;

ocfs_alloc_bm cluster_bitmap;

__u32 max_dir_node_ent;

ocfs_vol_state vol_state;

__sb64 curr_trans_id;

bool trans_in_progress;

ocfs_sem log_lock;

ocfs_sem recovery_lock;

___u32 node_recovering;
#ifdef PARANOID_LOCKS

ocfs_sem dir_alloc_lock;

ocfs_sem file_alloc_lock;
#endif

ocfs_sem vol_alloc_lock;

struct timer_list lock_timer;

atomic_t lock_stop;

wait_queue_head_t lock_event;

atomic_t lock_event_woken;

struct semaphore comm_lock;



atomic_t nm_init;

wait_queue_head_t nm_init_event;

bool cache fs;
u32 prealloc_lock;

ocfs_io_runs *data_prealloc;
ocfs_io_runs *md_prealloc;

__u8 *cfg_prealloc;
_u32 cfg_len;
___u8 *log_prealloc;

struct semaphore publish_lock;
atomic_t node_req_vote;
struct semaphore trans_lock;

|3

obj_id -

osb_res -
osb_next -
osb_id -

Complete -
dim_task -

osb_flags -
file_open_cnt -
publ_map -
root_sect node -
cache_lock list -
super_block *sh —
oin_root_dir -
vol_layout -
vol_node_map -
node cfg_info —
cfg_seq_num -
cfg_initialized —
num_cfg_nodes -
node_num -
reclaim_id -

hbm -

Hbt -
log_disk_off -
log_meta_disk_off -
log_file_size —
sect_size -
needs_flush -
commit_cache_exec -

8byte structure stores unique(@k05534643)

resource to synchronize access to ocfs_super

list of ocfs_super(s)

This is our value under which we exist under /proc/ocfs (e.g
/proc/ocfs/0). There is a global variable that keeps track ofeie n
value that can be used by the next ocfs volume that is getting
mounted.

Used to ensure that NM thread is initalized/killed

this is used to store the task_struct of the nm thread. This isaised
make sure that the nm thread is exited before we say we
succesfully dismounted

this is used to track the progress of OSB

num of open files/dirs.

each bit represents state of node (0 dead, 1 alive)

This is the hashtable for lockres

UNUSED

pointer to the super block

ptr to the root dir ocfs_inode

contains the inmemory volume header

Used for heart beat

pointer to the node config structures

stores the config seq number used

used to check if the node config structure is initialized

number of nodes that have been configured

our nodenumber for this volume

did the user specified to reclaim his original node number. This is
used only at the mount time

UNUSED

UNUSED

UNUSED

UNUSED

UNUSED

sector size (512 bytes)

used to indicate if the data needs to be flushed



map_lock - UNUSED

metadata_map - UNUSED

trans_map - UNUSED

cluster_bitmap - Global bitmap initalized during mount

max_dir_node_ent — maximum dirnode entries (254)

vol_state - used to indicate current state of the volume (refer below)

curr_trans_id - current transaction id

trans_in_progress — set to true if a transaction is initiated

log_lock - used to synchronize access to recovery and cleanup log file

recovery lock — used to ensure that only one process is doing recovery

node_recovering — used to indicate which node is being recovered

#ifdef PARANOID_LOCKS

ocfs_sem dir_alloc_lock; - To syncronize access to dirbitmap
ocfs_sem file_alloc_lock ;- To syncronize access to extent bitmap

#endif

vol_alloc_lock - To synchronize access to Global Bitmap

lock_timer - Event Timer - Used for node configuration

lock_stop - When to stop - Used for node configuration

lock _event - Event (Used for node configuration)

lock_event _woken -

comm_lock - protects ocfs_comm_process_vote_reply

nm_init - this is on which the mount thread waits for the nm thread to get
initialized before we could continue

nm_init_event — this is the event on which the mount thread waits

cache fs - UNUSED

prealloc_lock — this is where we specifiy if we have preallocated memory for data,
md,and lock blocks

data prealloc - memory preallocated to use for storing data io runs

md_prealloc - memory preallocated for reuse for storing metadata io runs

cfg_prealloc - memory preallocated for reading cfg info by NM thread

log_prealloc - memory preallocated for log records

publish_lock - protects r/w to publish sector

node_req_vote - set when node's vote req pending

trans_lock - serializes transactions

OSB STATUSFLAGS

#define OCFS_OSB_FLAGS_ BEING_DISMOUNTED (0x000000 04)

#define OCFS_OSB_FLAGS_SHUTDOWN (0x000000 08)

#define OCFS_OSB_FLAGS_OSB_INITIALIZED (0x000000 20)

4.17 ocfs vol_state
The above states indicates a state that a volume can be.

typedef enum _ocfs_vol_state
{
VOLUME_DISABLED,
VOLUME_INIT,



VOLUME_ENABLED,
VOLUME_LOCKED,
VOLUME_IN_RECOVERY,
VOLUME_MOUNTED,
VOLUME_BEING_DISMOUNTED,
VOLUME_DISMOUNTED

}

ocfs_vol_state;

4.18 ocfs vol layout

This is the in-memory structure of the volume header and is storedRS Guper block. It
contains the volume header information and pointers (offsets) to othetrdistkies like node
config block, bitmap block, ... this structure is initialized during the mount ofdheme, and is
one per volume per node.

typedef struct _ocfs_vol_layout
{
__ub4 start_off;
___u32 num_nodes;
__u32 cluster_size;
__u8 mount_pointfMAX_MOUNT_POINT_LEN];
__u8vol_id[IMAX_VOL_ID_LENGTH];
__u8label[MAX_VOL_LABEL_LEN];
_u32 label_len;
___ub4 size;
___u64 root_start_off;
___u64 serial_num;
___u64 root_size;
___u64 publ_sect_off;
___ub4 vote_sect_off;
___Uu64 root_bitmap_off;
__u64 root_bitmap_size;
___ub4 data_start_off;
___Uu64 num_clusters;
___u64 root_int_off;
___u64 dir_node_size;
__u64 file_node_size;
___u64 bitmap_off;
__u64 node_cfg_off;
___u64 node_cfg_size;
___u64 new_cfg_off;
_u32 prot_hits;
_u32 uid;
__u32 gid,;

ocfs_vol_layout;

start_off - UNUSED
num_nodes - max number of nodes that can mount this volume (32)



cluster_size — size of the cluster (or block).

mount_point  — this is mount point specified at the time of format (used by ocfs tool
only)

vol_id - Some random id (This is unique for each mounted volume)
label — volume label that is specified during format

label_len — length of the volume

size - of the volume/device

root_start off - Disk offset to the root director node

serial_num - UNUSED

root_size - UNUSED

publ_sect_off - offset to the public sector

vote_sect off — offset to the vote sector

root_bitmap_off — UNUSED

root_bitmap_size - UNUSED

data_start_off — offset to the sector after free sectors

num_clusters — total number of clusters/blocks

root_int_off - offset to the data start off

dir_node_size - DIRECTORY NODE SIZE (128K)

file_node_size - FILE ENTRY SIZE (512 BYTES)

bitmap_off — offset to the bitmap block

node_ cfg_off - offset to the nodeconfig block

node_cfg_size - size of the nodeconfig block

new_cfg_off - Pointer to the 3%sector in the node config sectors

prot_bits - Protection bits (User/group/other priveliges)

uid - userid specified during the format

gid - groupid specified during the format

4.19 ocfs_inode

ocfs_inode is the inmemory structure that keeps track of a file oraatireAn inode structure is

created for each of the file/directory while it is first refeesh The memory for this structure is

allocated from the oin_cache.

struc

{

t _ocfs_inode

ocfs_obj_id obj_id;
__sb64 alloc_size;

struct inode *inode;
ocfs_sem main_res;
ocfs_sem paging_io_res;
ocfs_lock res *lock_res;
___u64 file_disk_off;
__u64 dir_disk_off;
__u64 chng_seq_num;
__u64 parent_dirnode_off;
ocfs_extent_map map;
struct _ocfs_super *osb;
__u32 oin_flags;



struct list_head next_ofile;
___u32 open_hndl_cnt;
bool needs_ verification;
bool cache_enabled;

¥

obj_id - that uniquely identifies this inode

alloc_size - File Entry allocation size

inode - pointer to the Linux inode

main_res - Protects the resource

paging_io_res - UNUSED

lock res - pointer to the inmemory lock resource
file_disk_off — disk offset to the file that this inode is representing
dir_disk_off - disk offset to the directory(or parent) that this inode is
representing

chng_seq_num - UNUSED

parent_dirnode_off —

disk offset to the parent of this directory

map - points to the structures that holds the extent maps
osb - pointer to the ocfs super block

oin_flags - indicates the state of the inode

next_ofile - pointer to the next ofile entry

open_hndl_cnt - # of handles opened for this resource
needs_verification — UNUSED

cache_enabled - UNUSED

INODE STATUS

#define OCFS_OIN_IN_TEARDOWN (0x000000 02)
#define OCFS_OIN_DIRECTORY (0x000000 08)
#define OCFS_OIN_ROOT_DIRECTORY (0x000000 10)
#define OCFS_OIN_CACHE_UPDATE (0x000001 00)
#define OCFS_OIN_DELETE_ON_CLOSE (0x000002 00)
#define OCFS_OIN_NEEDS_DELETION (0x000004 00)
#define OCFS_INITIALIZED_MAIN_RESOURCE (0x000020 00)
#define OCFS_INITIALIZED_PAGING_IO_RESOURCE (0x000 04000)
#define OCFS_OIN_INVALID (0x000080 00)
#define OCFS_OIN_IN_USE (0x000200 00)
#define OCFS_OIN_OPEN_FOR_DIRECTIO (0x001000 00)
#define OCFS_OIN_OPEN_FOR_WRITE (0x002000 00)

4.20 Structuresto define entities under /proc filesystem

static ctl_table ocfs_dbg_table[] = {
{1, "debug_level", &debug_level, sizeof (___

&proc_dointvec, &sysctl_intvec, N

{2, "debug_context", &debug_context, sizeof
NULL, &proc_dointvec, &sysctl_intvec, N
{3, "debug_exclude", &debug_exclude, sizeof
NULL, &proc_dointvec, &sysctl_intvec, N

u32), 0644, NULL,
ULL, NULL, NULL},
(__u32), 0644,
ULL, NULL, NULL},
(__u32), 0644,
ULL, NULL, NULL},



{0}

%
static ctl_table ocfs_kern_table[] = {
{KERN_OCEFS, "ocfs", NULL, 0, 0555, ocfs_dbg _table},
{0}
s'tatic ctl_table ocfs_root_table[] = {
{CTL_KERN, "kernel", NULL, 0, 0555, ocfs_kern_table},
{0}
%
static struct ctl_table header *ocfs_table header = NULL;

4.21 System Files

System files are special purpose files (created and managear sombrmal files). Each files
has a special purpose as defined below.

#define OCFS_DIR_FILENAME "DirFile"
#define OCFS_DIR_BITMAP_FILENAME "DirBitMapFile"
#define OCFS_FILE_EXTENT_FILENAME "ExtentFile"
#define OCFS_FILE_EXTENT_BITMAP_FILENAME
"ExtentBitM apFile"
#define OCFS_RECOVER_LOG_FILENAME "RecoverLogFile"
#define OCFS_CLEANUP_LOG_FILENAME "CleanUpLogFile"

DirFile — stores the offsets to the blocks (clusters) thatcw@ted for creating
directories. Any ocfs_dir_node structure has to reside in these blogks onl

DirBitMapFile — This file is used to keep track of space thaltdsate and free withing the
space allocated for ocfs_dir_nodes.

ExtentFile — This file keeps tracks of offsets that got altbéatextent maps.

ExtentBitMapFile — This keeps track of allocated and free spabe @bove ExtentFile blocks.

RecoverLogFile — keeps track of recovery stuff

CleanUpLogFile — keeps track of cleanup stuff/roleforward stuff
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